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ABSTRACT

YouTube is considered as one of the most popular video sharing websites that is
growing very fast. Because of its popularity, it attracts spammers to distribute spam
through comments on YouTube. This has become concern because spam can lead to
phishing aitack which the target can be user that click on any malicious link. YouTube
is running its own spam blocking system but continues to fail to block them properly.
Therefore, we examined related studies on YouTube spam comment screening and
conducted classification experiments with three different machine learning techniques
(Random Forest, SVM, Gradient Boosting). We created own dataset for training and

testing purpose.
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CHAPTER 1 : INTRODUCTION

1.1 About Futurense Technologies:

Futurense Technologies Pvt. Ltd. is a global IT consulting and software development firm;
our core focus is towards making digital transformation the norm. We help our clients make
the most of digital technologies to innovate for sustainable growth.
Started in 2020 with a vision to put India at the forefront of the technology revolution.
We aim to do this with a two-pronged approach:

e Build futuristic tech solutions

e Nurture future-ready careers

Futurense

Figure 1.1: Futurense Technologies




1.2 About Training:

The training is divided in two phases

1% Phase:- 2 Months Online Training where they will train us on Python and SQL.

2" Phase:- 3 Months Offline Training where they will be giving us training on Big Data
Technologies like Hadoop, spark, scala, hive, flume, Clouds like AWS, Azure and Databases

like Cassandra, Toad etc.

My training started from 25" November 2021,

From 25" Nov — 215 Dec 2021 they trained us on Python, from beginner to intermediate level,
first they taught us basics of python, then taught us about strings, tuples, dictionaries and then
they taught us some higher concepts like classes & objects, and OOPS concept. On these topics
they gave us assignments on almost day to day basis.

For Python Coding tools used were: Spyder, Jupyter Notebook and PyCharm.

From 23" Dec 2021 onwards they started teaching us RDBMS, in starting they taught us about
the basics of RDBMS like Schema, Entity, attributes and relations.

Then they took a E-commerce database and start building it from scratch. For first 2 days we
created around 20-23 tables for our database. After creating those tables we inserted the data
in them.

After this they taught us about different operation which we can do on data to extract
meaningful information. We got to know how triggers and procedures work in SQL and how
views can help us in making a complex query simple.

They also taught us how to grant and revoke permission in database for different users.




1.3 Project at Futurense :

1.3.1 Problem Statement:

YouTube uses few key factors like measuring user interactions; number of views, shares,
comments, and likes etc. to rank the videos as the top trending on the platform. The top trending
list of videos mostly belongs to movies, music, celebrities, reality shows, TV shows, etc. This
dataset includes a few months of daily trending YouTube videos.

The dataset includes a category id field and its master is also given.

1.3.2 Objective:

Use SQL features for data analysis and showing the valuable insights.
* Domain: YouTube video analytics

* Analysis to be done: Exploratory analysis to determine actionable insights

About Data: Dataset consists of several months (and counting) of records on each day trending
YouTube movies. data is covered for the us, GB, DE, CA, and FR areas (u.s.a., super Britain,
Germany, Canada, and France, respectively), with as much as two hundred listed trending
videos according to day.

We took the US region data for our Project.

Tools used for Accomplishing the Project: Oracle Toad
TOAD(Tool for Oracle Application Developers)
Toad is a database management toolset from Quest Software for managing relational and non-

relational databases.

TOAD uses MySQL.

Some Snapshots of Project:
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Created the Schema for table

Trows. 1

® Top 3 videos for which user interaction (views + likes + dislikes +
comments) is the highest.

% 2 VIDEC_ID TITLE CATEGORY_ID USER_INTERACTION

{
» niWpF7iowlc  Eminem - Walk On Water {Audio] ft. Beyonce 18 13115252
SqpiKeDgCtd  Ragst Superman | Rudy Mancuso, King Bach & Lele Pons 23 3350987
1ZAPWARARY  The Trump Presidency: Last yweek Tonight with John Oliver {HBD) 24 2534817

® Botiom 3 videos for which user interaction (views + likes + dislikes +

comments) is lowest.

ikessdislikesicomant oounT+viaws) &g User Inveracticn
O A%

TITLE CATEGORY_ID USER_INTERALTION

Dennis Smith Jr. and LeBron James go back and forth 17 963
2hg Heidelberg's nifty hook-and-lateral to the left tackle 17 4541
C-3Ix2ti2u34 Luy-Manuel Miranda's next aat: Helping rebuild Puerto Rigo 25 © BA%Y

® Top 3 videos of each category in each year

o By number of views

Q

By number of comments
o By number of likes
o Highest user interaction
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CHAPTER 2 : YOUTUBE SPAM COMMENT
CLASSIFICATION

YouTube is a veritably successful videotape participating company. It has further than one
billion druggies and that nearly one third of the druggies of the whole intemet. They watch a
billion hours of YouTube vids and induce billions of views daily. At present, further than 400
hours of videotape are uploaded, and4.5 million vids are watched every nanosecond on
YouTube. It's easy for druggies to watch and upload vids without any restrictions.

YouTube generators can monetize if they've further than subscribers and hours of watch time
for the last 12 months. Consequently, spam commentary are being created to promote their
channels or vids. Some generators closed the comment functio.: due to aggression similar as
political commentary, vituperative speech or depreciatory commentary not related to their vids.
Spam causes numerous problems including wasting the stoner’s, time, memory and use up
network bandwidth. Organizations and druggies could face fiscal loss due to trouble of spam.
YouTube has its own spam filtering system, however there are still spam commentary that
aren't being caught.

Types of Spam on YouTube
« Link Based Spam- It's a veritably common form of spam frequently seen on YouTube.
Commentary contain Hypertext( HTTP) links to other websites, generally other vids on
YouTube itself. Numerous links deflect the stoner to. potentially vicious webpages frequently
without the knowledge of the stoner.

* Channel Promotional Spam- It's the most current form of spari on YouTube. These types of
commentary generally correspond of druggies who essay to promote their own channel by
requesting for subscribers, posting links to their vidsetc.

Downsides of Current System-

* YouTube has tried to combat link- grounded spam by blocking all commentary containing
Hypertext links( HTTP). Although effective, this form of filtering has had it’s share of
problems as it has led to spammers resorting to further creative ways similar as fitting
whitespace characters between links to avoid discovery.

* For Illustration- This song is really amazing and i go JB still busy using authentic views

fleck cOm and reaching millions of views.
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Similar types of commentary are innately designed to bypass You tube’s link discovery

sludge. Utmost link pollutants and blacklists prove ineffective against similar blurred

commentary.

Lately as of November 2017, YouTube has faced adding review about its incapability to
moderate uploaded content( 1). A large stoner- base of YouTube consists of children who are
frequently exposed to vicious and dangerous material in the form of commentarySuch types of
comments are inherently designed to bypass You tube’s link detection filter. Most link filters

and blacklists prove ineffective against such obfuscated comments.

Recently as of November 2017, YouTube has faced increasing criticism about its inability to
moderate uploaded content [1]. A large user-base of YouTube consists of children who are

often exposed to malicious and harmful material in the form*of comments.

2.1 Related Work

e Much research has been done in the area of spam comments detection. Alberto et al.
(2015) showed that many classification techniques can be used to find the spam
comments in YouTube. These techniques include decision trees, logistic regression,
random forests, linear and Gaussian support vector machines. They used a dataset
collected from YouTube which has 1956 real user comments that are related to five

most viewed YouTube Videos.

o Alex Kantchelian et al. [2] developed a spam detection technique which can quantify
fruitless and supertluous features in blogs, making meaningful stories more accessible
to the perpetual stakeholders. They suggested extension of their work to broaden the

definition of spam such as URLs, short message removal, etc.

e Enhua Tan et al. [3] designed a runtime spam detection scheme called as BARS:
Blacklist-Assisted Runtime Spam Detection which constructed a database of Spam
URLSs against which URL of every new post was analyzed to determine if the post was

Sspam or not.
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M. McCord et al. [4] harnessed machine learning algorithms which were trained with
content and user-centered facets to identify spammers. They tested their algorithms with

twitter data and discovered that the Random Forest Classifier offered the best results.

e Igor Santos et al. [5] applied the concept of anomaly detection wherein the deviation
from authentic emails was used as a metric to classify emails as spam or ham. Better
accuracy was achieved owing to the limited training sets as seen in labelling-based

systems.

e The authors, Qingxi Peng et al. [6] employed the concepts of sentiment analysis to
detect spam reviews. They concluded by proposing some improvements in the

calculation of sentiment score which was the base of their paper.

e Ammari et al. (2011) worked on creating user models or profiles that are enriched by

the characteristics of the users which are obtained from social websites.

2.2 Research Objectives

OBJECTIVE 1: To extract comments from different YouTube Channels using Y outube APIs.
OBJECTIVE 2: To classify extracted data into Spam or Ham.
OBJECTIVE 3: To calculate the accuracy of extracted data and compare it with other's

accuracy.
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2.3 Methodology Adopted

Data Collection from Open
Source

b

Input Training Dataset

Data Pre-Processing

T A S 5 e —

| Implement ML Algorithm T

ol
| Input Testing Dataset | : > Predict Model

Spam Ham

Figure 2.1: Methodology
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2.4 About Dataset:

The used datasets are extracted from YouTube using YouTube Data API . The extracted
datasets are based on two main characteristics: the popularity of the channel and the availability
of up-to-date comments. There was no other consideration apart from these two characteristics.
Therefore, the datasets were randomly selected (not based on celebrities or whatsoever). The
total number of used YouTube channels is 4-5 and the overall samples are 14,000.

Nevertheless, not all channels have presented the exact same sample share.

All datasets are combined into one file which composites the followings:
e video id
e video title
e author
e comment text
e class

The “Classification” field is presenting the essence of the comment “spam” or “ham”
2.5 Algorithms Used:

e Random Forest Classification:
Random forest, like its name implies, consists of a large number of individual decision
trees that operate as an ensemble. Each individual tree in the random forest spits out a class
prediction and the class with the most votes becomes our model’s prediction. The low
correlation between models is the key. Just like how investments with low correlations
(like stocks and bonds) come together to form a portfolio that is greater than the sum of its
parts, uncorrelated models can produce ensemble predictions that are more accurate than
any of the individual predictions. The reason for this wonderful effect is that the trees
protect each other from their individual errors (as long as they don’t constantly all err in
the same direction). While some trees may be wrong, many other trees will be right, so as

a group the trees are able to move in the correct direction.

e Gradient Boosting Algorithm:

The main idea behind this algorithm is to build models sequentially and these subsequent

models try to reduce the errors of the previous model. When the target column is continuous,

11
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we use Gradient Boosting Regressor whereas when it is a classification problem, we
use Gradient Boosting Classifier. The only difference between the two is the “Loss function”.
The objective here is to minimize this loss function by adding weak learners using gradient
descent. Since it is based on loss function hence for regression problems, we’ll have different
loss functions like Mean squared error (MSE) and for classification, we will have different for

e.g log-likelihood.

2.6: Features Selection and Extraction

Features Selection and Extraction is the third phase for this detection framework. The process
in this phase are shown as below in Figure 2.

There are Data that has been cleaned, identify the suitable features based on the YouTube
comment, split the features into three set in order to identify the best features set and finally is
test the features by using classification techniques such as Random Forest Classification and

Gradient Boosting Classification.

Sphit Features into

Fhree st

v

Pesting Feature
Performance

Processed Data pfed  [dentify Peatures ]

Figure 2.2 Feature Selection and Extraction
For this project, three experimenté had been conducted to identify most suitable features to
be used in this research. Therefore, the selected features are as follows:

* Presence of Links: The presence of links or URL is commonly detected as a spam
message or comments. This feature we noted in boolean expression where a value of 1
as presence and value of 0 as an absence.

* Length of Comments: The length of comments on this research is calculated after
pre-processing. The value of this feature is numerical.

° Spam Keyword: This feature also denoted as Boolean expression where if there are
the spam keyword in the comment, the value 1 will be denoted while value 0 if there
are no spam keyword.
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CHAPTER 3 : OBSERVATIONS & COMPARITVE STUDY

Below graphs shows the comparison between the accuracy of different algorithms
implemented by different authors.

As we compare our algoirthm accuracy with others dataset we find out the we have received
95.1% Accuracy with Random Forest Classification and 92.1% with Gradient Boosting
Classification.

We have checked this accuracy on our own dataset which we have fetched from YouTube

using YouTube APL.

Tu'lio C. Alberto, Johannes V. Lochter

120.00%
100.00%

80.00%

>
@
5 50.00%
3
< 40.00%
20.00%
0.00%
CART RF SVM-L SVM-R
Algorithms
Figure 3.1 Alberto TubeSpam Classification
ZAKIA ZAMAN, SADIA
SHARMIN
100.00% KN SVM
80.00% — f—
g 60.00% = ==
5 = ==
S 40.00% = ==
20.00% = —
0.00% B ==
1 2 3 4

Figure 3.2 Zakai and Sadia’s Algorithms Accuaracy
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Yogita V Biyani, Dr. Rahat Afreen Khan
100.00%
90.00%
80.00%
70.00%
S 60.00%
0]
5 50.00%
(&}
£ 40.00%
30.00%
20.00%
10.00%
0.00%
SVM LR oT
Algorithms
Figure 3.3 Yogita and Dr. Rahat’s Algorithm’s Accuracy
Accuracy of Algorithms We Applied
96.00%
95.00%
94.00%
93.00%
92.00%
91.00%
90.00%
B SVM HGradient Boosting

Figure 3.4 Accuracy we got by Applying these Algoritms on our own dataset
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CHAPTER 4 : RESULTS

The major goal that we wanted to achieve via this project is being able to detect spam
comments of any kind that may harm the users. The experimental purpose of the machine-
learning model include training in such a way that it can successfully identify whether a
comment is a spam or not. It can detect link-based spam, channel promotional spam and also
covers whitespaces characters between links problem which is a major drawback of the

existing solution.

The approach used in the solution is to first collect data and then defining training dataset and
at same time pre-processing the data and then implementing the Machine learning Algorithms
and using testing dataset to predict the model. In this project the machine learning techniques

used are Random Forest, Support Vector Machine (SVM) and Gradient Boosting.

Initially, the research question was: “How we can classify between a spam comment and a

normal comment?”.

After using training & testing datasets and applying ML Algorithm the prediction model will
be able to predict Spam which means comments considered harmful for the YouTube users

and Ham are the comments which is unharmful for the users.

With Random Forest classification we get 95.4% Accuracy and by using Gradient
Boosting Classification we got 92.1% Accuracy.

Confusion Matrix of Gradient Boosting Classification

Confusion Matrix of Random Forest Classification

spam

Tue label
Fue label

ham

ham

Predicted labe

spam ham
Predicted label spam

Figure 4.1 Confusion Matrix for Random Forest Classification & Gradient Boosting
Classification
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CHAPTER 5 : CONCLUSION

The research topic was to analyze and declare whether a comment on a YouTube video is a
spam or not. With the increase in phishing attacks using YouTube comment, users are unsafe
since they might end up losing important data that really matters or might get scammed. This
research topic was important because there is still a potential in improvement in the filtering

of comments that are harmful for the users.

In conclusion the main motive of this research project is to make YouTube comments a healthy
place for discussions, for users to carry out conversation which leads to a better interacting
place which might end up helping someone in need. Also, this project focusses on stopping

majority of those phishing attacks.

16
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APPENDIX

Data Extraction

import json
import logging
import googleapiclient.discovery

logger = logging.getlogger(__name_ }

FORMAT = “{%{filenane)s:¥{lineno)s: X{funcameis{’] ¥{wessaga)s”
logging.basicConfig(farnat=FORMAT)
logger.setievael{logging. DEBUG)

def build_youtube(API_KE
api_service_nane =
api_version = “v3”
youtube = googleapiclient.discovery.build(
apl_ssrvice name, apl_version, developerKey=aPI_KEV}
raturn youtubs

s

utube”

def search_vidaos{youtube, channel_id, page_token}):
request = youtube.sesarch{}.list(
part="sniapset”,
channelld=channsl_id,
type="video”,

pageToken=page_token

3

response = request.exsgute)
logger. debug{™a E
refura responss

id,
pageTokenspage tuken

3
logger. debug(f"Raceived | wse for {video_id} "}

rexponse = request.executed)
petyrn rgsponse

def gtoress_search_r
next_page tok
result = [}

for i, item in > onsa " itens™]):

video_ic af"id videoId}]

PageToken')

18
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def process_comments_response(response, video}:

next_page_token = response.get{ nexiPageToken')

result = []

for 1, item in enumerate{response[ items”]):
comment = item[“snippet”][ toplevellomment”]
author = comment[“snippet”}{"authorDisplaytane”] # Use Later
comment_text = comment["snippst”]{"tertbisslay”]
video_id = video[ videc_id')
video_title = video[ video_title']
result.append(

‘videp_id’: video_id,
‘video_title’: video_title,
‘author’: author,

Tcompent _ftext': commeni_text

}

s

logger.debug(f Comment: {comment_text{:58]}... for {videg_title}™)
return next_page_token, result
def main():

api_key = "AIzaSyDipQgR380ZkeIyE
channel _id = "UCZSNzBgFub iadilaTo

SmENFFEHVRED_ 80"
wkg”

youtube = build youtube{api_key}

videos = []
comments ~
try:
next_page = None
while True:
response = saarch_wvideos(youtube, channel_id, next_pags)
next_pags, resylt = process_seapch_response{rasponse
videos 4+« rasult
if not naxt_page:
. break

{]

for video in videos:
rext_page = Hone
while True:
rasponse = search_comments{youtube, videol vides_id4"]1, next_page}
next_page, result = process_comments_rasponss{rasponse, wvides)
comments += result
if wot next_page:
break
except Excaptinon as e
iogger

et

Fks
¥

i __name__ == U __main

maind)

19




import json
import csy

with open(’all_commants.json’') as json_file:
jsondata = json.load(json_file)

data_file = open(‘new.csv', "w', newline="'")
csv_uriter = csv.vriter(data_file)

count = @
for data in jsondata:
if count == @
header = data.kays()
csv_writer.writerow(header)
count += 14
csv_writer. uriterow(data.valuas{))

data_file.close{)

20
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Classification of Comments as SPAM or HAM

import tensorflow as tf

import tensorflow_hub as hub

import pandas as pd

import seaborn as sns

import numpy as np

#matplotlib inline

from sklearn.model_selection import train_test_split

csv = pd.read_csv(

"/eontent/idata_yt.csv”

# Dataframe with only "Comment™ and “Spam/Haor” column
df = csvi["comment_text”, “class"]]

from tensorflouw.

from

from
from
from

from te

from
from

from

del
fiub_la

madel
rmdﬂl

tensorflow.keras.preprocessing

Ltext import Tokenizer

tensorflow.keras.models import Sequential

tensorflow.keras.

layers

tensorflow.keras. layers
nsorflow.keras.layers
tensorflow.keras. layers
tensorflow.keras.callba

sklearn.mocel_selection

= "https://tfhub

ey FEDCEL

= E
yaro = hub.Kerastayer{model,

= tf.keras.Sequential(}
aﬂni}ub 15,0“‘

AT

rint{model. summary()}

import Dense
import Flatten
import Oropout
import &mbedding
cks import EarlyStopping

import train_test split

iadanlr-en-dd

input_shapes{]

21

keras.preprocessing.secuence import pad_seguences
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early_stop = BarlyStopping(monitor="val_loss’', mode="min', verbose=1, patience=18)

¥

model.compile{optinizer="rmsprop’, loss='binary_crossentrapy’, metrics={'accuracy’])

# Fit the model

model. fit(X_train,
y_train,
epochs=42,
batch_size=512,
validation_data=(X_test, y_test),
verbose=1,
calibacks={early_stop]

sms = [
"Se helpfull Thank youl”,
”Exce%ieﬁt video, Well sxplained”
“fmazingill™,
“unable to scrape myntra product details using 5~”a§w?",
"Precise and no bullshit, well explained. Thank youl”

]

for test in sms:
out = model.predict([test])
rint("%s - Af - Xs" ¥ ("Span” if out[®] > 2.5 else "HAM", ocutl[e], test))
print()

list_comments = copy_comment] comvent_text']l.to_list()

for test in list_comments:
out = model. predlct([tes
print("¥s - Ef - 5" % (
print()

th
Yen
i

an” if ouwt[8] > 2.5 else "HANM", out[8], test))

for test din list _comments:
out = model, p*eélc?([test})
primo("8s « Ef - ¥3" ¥ (I1.append{"l") if out{g] >

fxed
5}

> oelse 1d.appsnd("87), cut[g], Test)y

print()

¥ “r L e

11 _df = pd.DataFrane{{ col 111
print {11 _df)

11 _df.to_csw{ ' filsl. csv’)
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Calculating the accuracy of Algorithms

import nltk

import pandas as pd
import re

from sklearn.feature_extraction.text import Tfidfvectorizer, CouﬂtVectorﬁzer
import string

import zipfile
import pickle

from sklearn.mocel_selection import train_test_split
from sklearn.feature_extraction.text import Tfidfvectorizer

from sklearn.naive_bayes import MultinomialNB
from sklearn.metrics import confusion_matrix, classification_report

data = pd.read_ csv(‘ffententfdri MyDrive/YoutubeSpawtiergedbata.csv')
data.columns = ['comrent_id’, ‘autaar , ‘date’, ‘content’, ‘class’]

f ¥

def count_purct{text):
count = sum{[1l for char in text if char in string. gurc uvation]}

return round{count/{len{text) - text.count(" ")), 3)*léc
dataf 'body_len'] = data[ content'].apply(lambda x: len(x) - x.count(” "))
data[ ‘punct®’'] = data[ 'cortent’ J.apply{lambda x: count_puncti{x})

stopwords = nltk.corpus.stopwords.words{ 'english’}
ps = nitk.PorterStenmer()

»

def clean_taxt{text}:
text = "".join{{word.lower() for word in text if word not in string.punctustion])
tokens = re.split{ k+', text)
text - [ps.stem({word) for word in tokens if word not in stopuords]
return text

U dndex{drop=True}, pd.DatefFras

jeix_tfidf

23
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rf = RandomForestClassifier(n_sstimators=382, max_depth=None, n_jobs=-1}

start = time.time(}

rf_model = of.Fit{X_train_vect, y_train)
end = time,time{)

fit_time = {end - start)

start = time.time{)

y_pred = of _model.predict{X_test_vect)
end = time.time{}

pred_time = {and - start)

precision, recall, fscore, train_support = score{y_test, y_pred, pos_label=1, average='binary’)

print{’Fit time: {} ‘nPredict tims: {} ‘nPracision: {} 'aRec
round(Fit_time, 3), round(pred_time, 3}, round{precision,

NACCUracy;

from sklearn.metrics import plot_confusion_matrix

I3 Foreat(
round{recall, 3}, round({y_pred==y_test}.sum{}/len{y_pred),

confusion matrix = plot_confusion_matrix(rf, X_test vect, y_text, display lsbelsz={"spax”, "han"], values_format=", 17"}

pyplot.ritle( Confusion Hatrix of Random F
pyplot.show(}

25t Clzssificat b

gb = GradientBoostingClassifier{n_estimators=15¢, max_depth»

start = time.time(}

gb_model = gb, FIC{X_train_vect, y_trsin}
and = time.time{}

fir time = {end - starty

start = time.time{}

y_preg = gb model.predict{X_test_vact}
and = time.time(}

pred_time = {and - start)

precision, recall, fscors, train_support = score{y_test, y
int{'Fit B {3

print{’Fit time: {} ‘wPredict time: [} n

round(fit_time, 23, round(pred_time,
canfusion_metrix = plot_vonfusion matrix{gb, X _test_ y_test, display_labelss["szan”
pyplot.title{ Confusion Retrix of Gradigat Boosti i on’y

pyplot.show{}

24
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Format{
nd({y_pred=~y_test).sum{}

“raw”], values_formats" 1)
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