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NIC-CERT centreto
prevent and predict cyber
attacks on government
utilities

SUDHIR CHOWDHARY

YOU ARE CONSTANTLY connected to the

- ping, banking, using mobile wallets or up-
- dating your social media profile. But do you
know that each time you go online, your
computer or mobile device could be putting

:Evengwemmentagmdmcollectandhold
massive amounts of personally identifiable
mfomlauon,creaﬁngvaluablemgetsforcy-
. bercrime.
“‘Asmtemethﬂutsever-expandmgcan-
 vas of opportunities is touching the lives of
$ people,itneoessitatesthereqtﬂrementtoup-
scale the existing security infrastructure,”
Ravi Shankar Prasad, minister of law &justice
' andelectronics & IT, saidwhileinaugurating
 the“NIC-CERT’, aset-upofNatlonal Infor-
mathentre,mNewDelhl. ‘

as

internet—chatting, checking emails, shop-

you and your personal information at risk. -

QCYBER FRONTIERS L 5
of a safe cyberspace

Aspm'toﬁtlegitallndlahﬁtnmme !
has introduced many of its ser- .‘growth

vwonline.Alﬁlmghthlshasmadesemoes
very accessible to the citizens, it has also ex-
pmedthemtothethreatsandvulnmbﬂmes
whichareaninherent part of cyberspace, the
minister said. He mentioned that in the re-

eenti:ast.therehasbeenanexponennal

of. data theft which led to the government
the Data ProtectionAct.
VIC has been doing a remarkable job of

‘securing the government cyberspace fora

long time and by setting up the NIC-CERT,

| cyber attacks leading to concerns

they have taken their experience and exper-

~ tisetothe nextlevel,”Prasad said. He empha-

s:sedthatformspmdingtothecyberattacks
of today, the govqlmentneedsanagﬂeand

responsive
NlC-CERTlnsbunsetupwxﬂxtheob;ec
tive of creatinga comprehensive framework
that integrates world-class security compo-
nents and inbuilt threat intelligence for de-
tection, prevention and incident response.
Using the tools,the teamwill correlateevents
thatwould helpingeneratinga canvasofthe
attack surfacawmentlfythe vulnerabili- |
hesandrmgm' uln S Thegatheredmtel- L
ated with the knowledgeof

the govemment,whickwﬂlm turn lead to
enhanced trust of the citizens as the services
offered to them would be config
framework that is secure by desig
NIC- CERTwﬂlopetateiﬂ ose ¢
tion and collaboration with sectoral CERT’s
mldmomsomﬂlCer;qn,thQWagency ‘




