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Abstract

The main goal of this document is to discuss the Institute Management Sys-
tem at IMS Department in Indian Institute of Technology, Gandhinagar.
This document discusses the development of Institute Management System
which is an inhouse portal of II'T Gandhinagar and is an essential compo-
nent of IITGN’s infrastructure, with an aim towards a paperless office. to
automate and streamline major IITGN operations. It is an ongoing project
which uses framework and technologies like .Net, PHP, JavaScript, etc. The
purpose of this system is to reduce humongous piles of paperwork, provide
a platform for payments, course registrations, etc.
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Chapter 1

Introduction

1.1 About IMS

Institute Management System (IMS) is an essential component of H'TGN's infrastructure.
with an aim towards a paperless office. to automate and streamline major HTGN function-
ing admission process, fee payments. centralized data management. quicker accessibility
of imformation about students (enrollment; course registrations; transactions; transcript),
employees (finance and payroll: project proposal and expenditures), human resource and
dashboards: recruitments; excellence nominations and so on.

1.2 Project Definition

In this project, there are certain tasks that the institution expects me to perform, such as:
= Script Wriling
* VAPT (Vulnerability Assessment and Penetration Testing)
* UI/UX Improvement

* Web Development

1.2.1  Script Writing

In this, T 'have to write scripts for automating many tasks like automating backup of files,
etc. The scripts can be written in any language such as Python, PowerShell, JavaScript,
PHP. etc.

1.2.2 VAPT (Vulnerability Assessment and Penetration Testing)

VAPT is aterm used to describe security testing that is designed to identify and help address
cyber security vulnerabilities. Tt is a security testing to identify security vulnerabilities in
an application, network, endpoint, and cloud. Both the Vulnerability Assessment and Pen-
etration Testing have unique strengths and are often collectively done to achieve complete
analysis.

Vulnerability Assessment scans the digital assets and notifies organizations about pre-existing
flaws. Penetration test exploits the vulnerabilities in the system & determines the security

gaps.

In this. T have to check various websites for any penetration attack such as SQL. Injec-
tion. Cross-Site Scripting Attack. Brute Force Attack, etc.

Software programs which will be used for this are:
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CHAPTER 1. INTRODUCTION - 2

* Burp Suite

* Metasploit

e Wireshark

= Kali Linux

* Acunetix

« SQL Analyzer

« NMAP, and many more.

1.2.3  UI/UX Improvement

In this, I have to provide the suggestions regarding the improvements that can be performed
in the IMS System and may have to develop some module for the same. The details entail
making wireframes and providing bricf design templates for suggesting improvements.

1.2.4  Web Development

In this, I have to develop any module of the IMS Website which is required by the institute.
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Chapter 2

Methodology

2.1 Secript Writing

2.1.1 PowerShell Backup Script

The purpose of this script was to upload the files to Google Drive automatically without
user imteraction again and again. In this script, all the files on the certain given path would
be zipped, uploaded to google drive and then deleted(i.c.. the zipped files) from the local
system one by one. For this, GDrive APl was used, which was developed for the purpose
of handling Google Drive from the command line.

Steps:

Step 11 First, I created a folder on Google Drive named by date and time.

Step 2: Then, I iterated through all the files one-by-one in the given path and created an empty
folder in the given path.

Step 3: The purpose of the empty folder is to safely delete the desired files to avoid deleting
any important file by accident.

Step 4: Then, I used 7-Zip to zip the file (using the fast and most accurate zipping algorithm)
and moved the zip to the created folder.

Step 5: Then, I uploaded the zipped file to the created folder on Google Drive and deleted the
zipped file from the folder on the local system.

Step 6: This process is repeated for every file present on the path.

Step 7: Then, after every file is uploaded, the folder on the local system is deleted to prevent
file clogging.

2.1.2  PHP PDF Backup Script

The purpose of this script was to upload all the PDF files present in a directory to Google
Drive automatically without user interaction again and again. In this script. all the PDF files
on the certain given path would be copied to a folder, the folder will be zipped, uploaded
to google drive and then deleted from the local system (both the zipped and unzipped one).
For this, OAuth Client ID was used for handling the Google Drive from the command line.

S
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CHAPTER 2. METHODOLOGY

Steps:

Step 1:

Step 2
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Step 6:

Step 7:

2.13

First. I ereated a folder on the local system named by date and time.

Then, T iterated through all the files and folders present in the specified directory re-
cursively to scarch for all the PDF file present and created an empty folder in the given
path.

- Then, 1 copied the PDI files to the empty folder and zipped the empty folder.
: Then, I connected the PHP code to Google Drive using OAuth Client 1D.

A refresh token is generated automatically to prevent the session from expiring auto-

matically to avord creating the Client ID again and again.

Then, I uploaded the zipped file to the Google Drive and deleted the zipped file and
unzipped folder from the local system.

Then, after the zipped file is uploaded, the folder on the local system is deleted to
prevent file clogging.

Script for Special Character checking

The purpose of this script is to check whether a user inputs a special character in the text
field and to find where the user has input the special character in the field. This seript is
written in JavaScript and JQuery.

Approach:

Step 1:

2.2

First, the text is captured from the text field.

: Then, regex is used to find whether any special character is present.

If any special character is present, the characters found will be stored in an array and
will then be matched from the string to find at which word the character is present.

Then using JQuery, the the stored character will be replaced by the character with
some background color to highlight it in the text area.

VAPT (Vulnerability Assessment and Penetration Testing)

Currently, I am learning VAPT from online resources. There were some tasks given to me
regarding VAPT.

2.2.1

Data Masking Verification

In this. data masking was implemented by the developer, and 1 was asked to check for any
vulnerability in it using Brute Forced Attack. For this T used Burp Suite program to perform
around. 90000 logins.
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CHAPTER 2. METHODOLOGY 5

2.2.2 Testing of Cross-Script Attack on a URL

In this, I was given a URL, and was asked to perform various Cross-Site Scripting (XSS)
Attacks on that URL.. For this. I used Burp Suite program to perform XSS Attacks.

2.3 UI/UX Improvement

2.3.1  Wireframes

In this, I was asked (o develop wireframes for the login and signup pages for the IMS Portal.
Also, I was asked to develop wireframes for payment portal module. For wireframes, I used
Figma Software.

2.3.2 HTML Pages

In this I was asked to develop HTML pages for Joining Report and Payment Module for
IMS Portal. T used Bootstrap, HITML. 5. CSS3, Javascript and JQuery 3.5.1 to make the
HTML Pages.

1. Payment Module

In the Payment Module, there are 2 cards. one for the summary of user information along
with the amount of the payment and the other is for the payment via three different payment
methods, mainly - QR Code. UPI and PayTM.

2.3.2.1 User Card

This card is used to display the user information along with the fees details. In this card.
bootstrap table is used to display I fields of information. The fields are:

* Roll No./ Application No.
* Name

* Programme

e Discipline

* Email ID

« City

* Mobile

* Academic Period

* Institute Fees

* Mess Fees

e Total Fees

The content inside this table is made by bootstrap making this card responsive.
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2.3.2.2 Payment Card

This card is used for the payment operation by the user. This card contains three modes of
payments: QR Code, UPI and PayTM. This card 1s divided into two sections, one contains
the links for choosing payment mode and the other contains the payment operation.

¢ QR Code:

In this a QR Code is shown and a button is present to confirm the pavment. If the
payment is successful, then a card is shown with a payment successtul message along
with the payment method. transaction and order ID and the amount paid. It the pay-
ment fails, then a payment failed message 1s shown along with the button to try again
by refreshing the QR Code.

Sc37 ToFas

Figure 2.1: QR Payment Ul

Peyriiert Galeway HGH B 2ae

Progiame BRa

| Dwepane Cparty :
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e W B .
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Figure 2.2: QR_Plcase_Wait Payment Ul
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Freure 2.3: QR_Successful Payment Ul

« UPIL:

In this a UPI input box is shown and a button is present to validate the UPL 11 the
UPI is validated, then again. UPI ID has to be entered. If the UPI is not success-
fully validated, then the user is asked again to validate the UPI ID. If the payment is
successful, then a card is shown with a payment successful message along with the
payment method, transaction and order ID and the amount paid. If the payment fails.
then a payment failed message is shown along with the button to try again.

Ui Paymees

Figure 2.4: UPI Payment Ul
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U1 Paymant

Figure 2.5: UPIL_Vahdation_Successful Payment Ul

Hama

Figure 2.6: UPI_Validation_Fail Payment Ul
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s Paymant

Figure 2.7: UPL_Fail Payment Ul

Figure 2.8: UPI_Successful Payment Ul

e PayTM:

In this a button is present in the middle of the card. When the button is clicked, it
redirects to the PayTM Gateway through which payment can be done by PayTM.
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2. Joining Report

Figure 2.9: PayTM Payment Ul

In the joining report, the template was to be made in HTML so as to convert it into PDI-.

HTMLS and CSS3 were used to make it. In this HTML table is used to create 27 rows for
Name. Phone No., Address, Email 1D, Signature of Employee, Dean, etc.

INDIAN INSTITUTE OF TECHNOLOGY GANDHINAGAR
Research & Development Office

Appointozent in Project

i
Joiuing Repore

Figure 2.10: Joming Report
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2.4  Web Development

2.4.1 Daily Status Report (DSR) Portal

Ims-DSR Portal 1s an essential module for the IMS Department and 1s used for keeping a
track of the daily tasks performed by the employees at the IMS department. Before IMS
Portal, the employees used to submit their daily tasks including their coming and leaving
time through email. maintaining which was a cumbersome task. The employees used to
manually enter every detail which was a time taking task. Many-a-times, the whole email
thread is deleted by the employees, which makes submitting the DSR very difticult. By us-
ing the IMS Portal. employees can submit their DSR very easily and can sce then previous
filled DSR’s also.

FFeatures of Ims-DSR Portal are:

1. The employees can fill the DSR by just filling a form.

[N

The employees can fill the tasks which were done by them today and the tasks which
they have to do tomorrow.

The employees can also fill the reason if they are coming late or carly to the office or
any other remarks.

:JJ

4. The employees can load their previous submitted tasks to save time.

The employees can add multiple tasks and save them as draft to submit 1t later on,
saving their time.

N

6. When the employee enters the time duration of a task, the total time 1s dynamically
calculated and displayed to the employee. Therefore, suppose an employce enters
3 tasks, then the total time duration of all the 3 tasks will be calculated and shown,
informing the employee that he/she has worked for this many hours.

7. Also. when an employee enters the In and Out time n the form, the time duration is
calculated and displayed to the employee. Thus, informing the employee that he/she
spent this many hours in the office.

8. When the form is submitted, the form is disabled preventing the employee to submit
the DSR again.

9. The employees can view their previously filled DSR’s very easily. They can select the
date for which they want to view the DSR(s).

10. The employees can view their detailed submitted DSR(s).

I'1. The employees can also download the DSR in excel format for a specific date period
for easy communication.

[2. The admin has the privilege to view the DSR(s) of any employece in the IMS Depart-
ment and download and share it in excel format.

13. Daily, an email is triggered at 2 AM containing the DSR(s) filled by all the employees
which is sent to the Project Investigator (PI).

This module was made using HTML, CSS, Javascipt, Laravel (Framework of PHP). Laravel
was specifically used as most of the modules in IMS are made using Laravel. Also. Laravel
follows MVC architecture making it easier to develop.
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Figure 2.11: DSR Form
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Figure 2.12: DSR Form Save as Draft
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Figure 2.14: DSR Form Submit 2




.

C C C

C C

c¢cCcCCCCCCCcCCcCcCccCcccoecceccececeoc

CHAPTER 2. METHODOLOGY

Figure 2.15: DSR Dashboard
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Figure 2.16: DSR Dashboard with Entry
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ity Statiss Report (DSR)

Empioyee Name

Date

In Time

Out Time

User Remarks.

Totat Time

Today's Task

5r. Ho. Task Type

Total Task Hrs

‘Tomorrow's Task

7 Hrs 4 Min

TYime Duration (Hes)

06 Hrs 51 Min

Figure 2.17: DSR Dashboard View 1
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Figure 2.18: DSR Dashboard View 2
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Figure 2.19: DSR Excel

2.5 Tools Used

The tools which were used till now are:

» Firefox Browser
e VS Code
PowerShell

JavaScript
« PHP

Laravel

* Figma

Burp Suite Community Edition
XAMPP Server
7-Zip
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