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ABSTRACT

Multi-cloud architectures are an ever-increasing common design in the IT world and
there will likely become a point when you want to setup a fast-direct resilient VPN
connection between your public cloud providers such as Azure and AWS.
Before the 6th February 2019, AWS did not support IKEV2 so to setup a site to site
VPN with Azure you normally had to set the VPN connection with a 3rd party network
appliance or a VM running software that supported it such as RRAS. Since the change
you control the IKE version by updating the initiator end (Azure) and the AWS side
endpoint will negotiate the session on the same protocol.

We will build resources listed below for both Azure and AWS.
1. Azure Virtual Network Gateways = AWS Virtual Private Gateways
2. Azure Local Network Gateways = AWS Customer Gateways

3. Azure Connections = AWS Site-to-Site VPN Connections

Arure Vir tual Nebwork AWS VP

Subwet-01 (ateway Subwet VPN Cowmection

Tunel #4 .k E:]

’ Tunnel #2
Vir tual Yrivate
E (ratewary
m

Atsure Y™ VN Gt toway @

AWS VR

172.101.0/24 1i210.00/27 101040124

17240.0.0/1 10.10.0.0/1%

Regarding the high availability, please note that on AWS, by default a VPN connection
always will have 2 Public IPs, one per tunnel. On Azure it doesn't happens by default
and in this case you will be using Active/Passive from Azure side.

This means that we will be setting only one "node" from Azure VPN Gateway to
establish two VPN connections with AWS. In case of a failure, the second node from
Azure VPN Gateway will connect to AWS in a Active/Passive mode.
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CHAPTER 1: INTRODUCTION

1.1 About Organization

A- ARTIFICIAL INTELLIGENCE
B- BIG DATA

C- CLOUD INNOVATION

D- DYNAMIC 365

Celebal Technologies is a premier software services company in the field of Data
Science, Big Data, and Enterprise Cloud. We help you achieve a competitive
advantage with intelligent data solutions, built using cutting-edge technology. Our
core offerings are around Cloud Innovation, Supply Chain Analytics, Chat Bots,
Power Platforms, and Data Analytics. Our solutions can help you accelerate
decision-making and take giants leaps in your digital transformation journeys.

TECHNOLOGIES




1.2 Purpose

arwinbox

Darwinbox is the leading provider of cloud-based Human Resources Management Software
(HRMS). Their SaaS platform engages and empowers employees across the entire lifecycle
(hire-to-retire) with a smarter, simpler & mobile-first HR Tech experience powered by
Artificial Intelligence (Al) and Machine Learning (ML).

The objective is to build a modern data platform that can help Darwinbox to get better insights
from all the data being generated to enable them to make informed decisions in charting out
their growth story.

= The physical design will employ Microsoft and Celebal best practices for performance,
networking, and security.

=  We will build production environments and assist in promoting changes to each
environment.

= Scripts will be created for all objects to ensure a stable environment for Production.

Setting up the Azure environment to connect with and move data from Redshift for multiple
tenants.

1.3 Objectives

OBIJECTIVE 1: Setting up the Azure environment to connect with and move data from Redshift
for multiple tenants.

OBJECTIVE 2: Setting up the Power Bl embedded server on the Azure VNet.

OBJECTIVE 3: Establishing site to site VPN connection between Microsoft azure and
Aamazon Redshift cluster (AWS)




1.4 Solution

AW {6 Resource Group A Azure Goud
Active directory )
{.W,} Key Vault {{; Authentication Azure Monitor
. I I SQL Server Firewall
i —————————————— 4 / e — S
AWSRedshift | [ % > w Ces J L
| |Self Hosted IR
Azure Data Factor L
’ Azwre SOt DB Power Bl

% |

Secure Chaane! encrypted
via HTTP§or TIS

Figure 1.3: Environment Architecture

Naming convention are "AZ" denotes azure, "ED" denotes Subscription ID first two letter ,
CI denotes Region i.e. central India then Next denotes Service Name continuing with
Number

Resource group (Az-ED-CI-RG-001) - We have to create a single resource group
with given naming convention. That holds all the related resources to the solution, in
this case it will be holding ADF and Azure SQL database.

Azure Data Factory (AZ-ED-CI-ADF-001) - Azure Data Factory is Azure's cloud
ETL service for scale-out serverless data integration and data transformation. Both
the linked services be it SHIR or Azure SQL DB services will be created in ADF.

Self-Hosted Integration Runtime (SHIR) Linked Service (Az-ED-CI-SHIR-LS-
001) - SHIR serves as a secure gateway between internal and external networks, it
passes encrypted credentials to access internal resources and encrypts outbound data.
In this case on successful registration the connection between on-prem and ADF will

be established.

Redshift Linked Service (AZ-ED-CI-RDS-LS-001) — This allow us to establish a
connection between the Amazon redshift to Azure data factory, make sure to
whitelist VM on redshift for the successful connection.

Azure SQL DB Linked Service (AZ-ED-CI-SDB-LS-001) — This serves as a
gateway to connect to our SQL DB that we created on the Azure portal.




Key vault (Az-ED-CI-KV-001) - Azure Key Vault is a cloud service for securely
storing and accessing secrets. A secret is anything that you want to tightly control
access to, such as API keys, passwords, certificates, or cryptographic keys. Key
Vault service supports two types of containers: vaults and managed hardware
security module(HSM) pools.

Azure SQL DB (AZ-ED-CI-SQL-DB-001) — We have to create a SQL database
,2Azure SQL Database is a fully managed database service, which means that
Microsoft operates SQL Server for you, and ensures its availability and performance.
SQL Database also includes innovative features to enhance your business continuity,

such as built-in high availability.
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CHAPTER 2 : TECHNOLOGY STACK

2.1 Microsoft Azure

At ts core, Azure is a public cloud computing platform—with solutions including Infrastructure
as a Service (laaS), Platform as a Service (PaaS), and Software as a Service (SaaS) that can be
used for services such as analytics, virtual computing, storage, networking, and much
more.[2]

2.2 Amazon Web Services (AWS)

Amazon Web Services, Inc. is a subsidiary of Amazon that provides on-demand cloud
computing platforms and APIs to individuals, companies, and governments, on a metered pay-
as-you-go basis. These cloud computing web services provide distributed computing processing
capacity and software tools via AWS server farms.[3]

2.3 Amazon Redshift Cluster

An Amazon Redshift data warehouse is a collection of computing resources called nodes,
which are organized into a group called a cluster. Each cluster runs an Amazon Redshift
engine and contains one or more databases.[4]

2.4 Virtual Network Gateway (Azure)

A virtual network gateway is composed of two or more VMs that are automatically configured
and deployed to a specific subnet you create called the gateway subnet. The gateway VMs
contain routing tables and run specific gateway services. You can't directly configure the VMs
that are part of the virtual network gateway, although the settings that you select when
configuring your gateway impact the gateway VMs that are created.[5]

2.5 Customer Gateway (AWS)

A customer gateway device is a physical or software appliance that you own or manage in your
on-premises network (on your side of a Site-to-Site VPN connection). You or your network
administrator must configure the device to work with the Site-to-Site VPN connection.[6]

2.6 Virtual Private Gateway (AWS)

A virtual private gateway is a logical, fully redundant distributed edge routing function that sits
at the edge of your VPC. As it is capable of terminating VPN connections from your on-prem
or customer environments, the VPG is the VPN concentrator on the Amazon side of the Site-
to-Site VPN connection.[7]

2.7 Site To Site VPN (Azure/AWS)

A site-to-site setup is where two (or more) different networks are connected together using one
OpenVPN tunnel. In this connection model, devices in one network can reach devices in the
other network, and vice versa. The implementation of this is, for as far as Access Server is
involved in this, relatively simple.[8]




2.8 Local Network Gateway (Azure)

The local network gateway is a specific object that represents your on-premises location (the
site) for routing purposes. You give the site a name by which Azure can refer to it, then specify
the IP address of the on-premises VPN device to which you'll create a connection.[9]

2.9 Internet Gateway(AWS)

An internet gateway is a horizontally scaled, redundant, and highly available VPC component
that allows communication between your VPC and the internet. An internet gateway enables
resources (like EC2 instances) in your public subnets to connect to the internet if the resource
has a public IPv4 address or an IPv6 address. Similarly, resources on the internet can initiate a
connection to resources in your subnet using the public IPv4 address or IPv6 address. For
example, an internet gateway enables you to connect to an EC2 instance in AWS using your
local computer.[10]

2.10 Route Tables (AWS)

A route table contains a set of rules, called routes, that determine where network traffic from
your subnet or gateway is directed.[11]
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CHAPTER 3 :

FLOW OF WORK

1. Create a resource group on Azure to deploy the resources on that.

Microsoft Azure

Create & resource
+ Home
i Dashboard
Al services
* FAVORITES
All resources
] Resource groups
#3 App Services
# Function App
= SQU databases
¥* Azure Cosmos DB
£ Virtual machines
¢ Load balancers
4 Storage accounts
Virtual networks
“ Arure Active Directory
@ Mornitor
* Advisor

& Microsoft Defender for
Cloud

& portal.azure comy @harshgoyalioutiosk enmicrosoft.comy:

A Search resources, services, and docs (G+/)

DarwinBox-RG

k Marage view
*) Overview
7 Activity fog
Access control (IAM)
Tags 9206199 9¢;
Resource visualizer
£ Events
Settings
Deployments
& Security
& Policies
Properties
tocks
Cost Management
Cost analysis
. Cost alerts (preview)

Budgets

efsubscript

Delete rescurce group Refresh

EastUS

Location == all Y7 Add fiter

dden types No grouping

No resources match your filters

Try changing o clearing your filters,

DrwinBox-RG - Microsoft Azure

@ F  |unlshamaSceihil. g
b DEFAULT DIRECTORY

Open query

List view

2. Create a virtual network with name DB-az-vnet address space 10.0.0/16 and change name
of default subnet to az-gateway-subnet.

Microsoft Azure

Create a resource
» Home
#4 Dashboard
Al services
* FAVORITES
Al resources
71 Resource groups

%> App Services

£ Function App

& 501 databases
* Azure Cosmos D8
% Virtual machines
® Load balancers
=1 Storage accounts
Virtual networks
“ Azure Active Directory
@ Monitor
* Advisor

& Microsoft Defender for
Cloud

@ portal azure.com/Fcreate/Microsoft VirtualNetwork

&

B Search resources, services, and docs (G+/)

Create virtual network

¥ Validation passed

Basics  IP Addresses Security Review + create

Harsh
Darwin8ox-2G
DB-az-ynet
EastUS

1P addresses

Create virtual natwork - Microsoft Azure

® kunal sharma @celebalt
DEFAULT DIRECTORY




3. Virtual network created.

Microsoft Azure

Creste 3 resource
Home
Dashboard
Al services
FAVORITES
All resources
Resource groups
App Services
Function App
SQL databases
Azure Cosmas D3
Virtual machines
Load balancers

£ Storage accounts
Virtual networks

% Azure Active Directory

@ Monizor

* Advisor

B Microsoft Defender for

ud

& portal.azure com/#@harshgoyaltoutiook anmicrosoft comfresource/subscrint

©8-37-vnat - Microseht Azure

kunal sharma@celebalt.

) decs (G, 3 7 )
Search resources, services, and G} e DEFAULY DIRECTORY

DB-az-vnet

s control (IAM)
Tags
Disgnoss and solva problems
Settings

Address space

ONS servers

Peerings

&

4. Create a virtual network gateway (db-az-vnetgw) using same vnet and subnet created ,
followed by a public IP address (vnetgw-pip).

Microsoft Azure

Create a resource

Home

Dashboard

All services

FAVORITES

Al resources

| Resource groups

App Services

Function App

SQL databases

Azure Cosmos DB

Virtual machines
¥ Load batancers
£ Starage accounts

Virtual networks

% Azure Active Directory

@ Monitor

* Advisor

8 Microsoft Defender for
Cloud

& portal.azure.com/#create/Microsoft VirtuaiNetworkG:

%
£ kuna.sharma@celebalt..
Search resources. services, and docs (G+/) \ DEFAULT DIRECTORY

Create virtual network gateway
v Validation passed

Basics  Tags  Review + create

Harsh-Subscription
DarwinBox-RG
db-az-vrietgw

East US

VpnGw2AZ

Generation2

DB-az-vnet

GatewaySubnet (10.0.1.0/24)
Vpn

RouteBased

Disabled

Disabled

Vnetgw-pip
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Configuring AWS

5. Create a Virtual private cloud (VPC) names Aws-vm and use [Pv4 CIDR as 172.10.0.0/16

and click on create keeping everything default.

& us-0ast-1.conscle. aws, amazon comfvpc/home?regio

o

Resources to create tofo
Create only the VPC resource or create VPC, subnets, et

;’ © VPConly VPC, subnets, etc

Name tag - optional

Creates o tag with 3 key of ‘Namne' and a value that you spedfy

Aws-vm

1Pva CIDR block infe
O 1Pv4 CIDR manual input
{PAM-allocated 1Pv4 CIDR block

1Pva CIDR
l 172.10.0.0/16] W

iPv6 CIDR block info

© NoIPv6 CIDR block
PAM-allocated IPv6 CIDR biock
Amazon-provided 1Pv6 CIDR block
1P¥6 CIDR owned by me

Tenancy info

Default v

us-east-WCreateVpe-crea

WPC Managemant Console

B & @ Nvignav

kunal @ 2336-2057-0073 »

©2022, Amazon internet Services Private Ltd. or ts affilates.  Privacy

Terms  Cookie preferences

6. Create a subnet (db-aws-subnet) with IPv4 CIDR block as 172.10.1.0/24 and click on

create.

# us-east-1.console.aws.amazon com/vpcihome?region=us- east-16CreateSubnet

Subnet 1 0f 1
Subnet name
Ceeate 3 oy with a key of Mame' and 3 value that you specity
db-aws-subnet

Fhe o an be up o

Avaltability Zone info

Choose the zome i which youc subret wilt reside. or 1at As

No preference v

1Pv4 CIDR block info

[ Q 1721010724 X

¥ Tags - optionat

Key Value - optional
Q Name X Q db-aws-subnet X Remove
Addnewtag |
You can add 49 more tag
Remove

VPC Management Consols

D @ Nvignav

© 2022, Amazon internet Services Private Ltd. ar fts affilates.

kunal @ 2536-2057-0

s Cookle preferences
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Create a customer gateway (aws-db-customgw) pointing to the public IP address of Azure
VPN Gateway (20.81.58.60)

The Customer Gateway is an AWS resource with information to AWS about the customer
gateway device, which in this case is the Azure VPN Gateway.

& us-sast-1.console. aws.amazon.com/vpc/homeregion=us-east-1#CreateCustome

° Craata customer gateway | VPC Managamant Cansote

aws 31 services a on) oy @ N Virginia ¥ kunal @ 2336-2057-0079 ¥

Create customer gateway w.
A customer gateway Is a resource that you Create in AWS that represents the customer gateway device in your on-premises
network,

Details

Name tag - optionol

e 2 tag with a key of ‘Nam value tat you wpedfy.
aws-db-customgw

Vaiue mu arart g

BGP ASN info

i N of yaur wr gateway device

65000

P address nfo

20.81.58.60

Certificate ARN
e ARN

e cortificats provisionce in AWS Cortifcats N

Feedback ©2022, Amazon Intemet § Cookie preferences.

& us-east-1.consale aws.amazon compvpe/home?region=us-east-WCustomerGaten
° Customer gateways | VPC Management Conssie

Services Q virtual private ¥ x N. Virginia v kunal @ 2336-2057.0079 ¥

@O New VPC Experience © You successfully created cgw-01890eef9c9787260 / aws-db-customgw.

Tell us what you think

VPCRashboard Customer gateways (1/1) o
EC2 Global View we
¢ 1
Firter by VPC: Q o]
Q | Customer gateway ID: cqw-01890eef9c9787260 X Clear fitters

« VIRTUAL PRIVATE
woup Name Customer gateway 1D 4 State v BGP ASN v 1P address v Type
Your VPCs ; - .

] aws-db-customgw €gw-01890eefSc3787260 © Avaitable 65000 20.81.58.60 Ipsec.i

Subrnets
Route Tables o . B o ) 7—[3 Er E
internet Gateways
e 787360 / db-
cg

£gress Onty internet
Gateways

Details Tags
Carrier Gateways
DHCP Option Sets
Elastic iP5 .

Details
Managed Prefix Lists
Endpoints

tomer gateway | tate Type P addres:

Endpoint Services Customer gateway 1D State ype 1P address

(F cgw-01890eef3c9787a60 @ Avaitable @ ipsect (P 20815860

NAT Gateways

Feedback © 2022, Amazon Interaet Services Private Ltd, o fts affiliates. Privacy  Terms  Cookie preferences
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9. Create the Virtual Private Gateway (aws-db-vpgw) then attach to the VPC.

& us-east-1.console, 2ws. amazon. comivpcihomi =us-sast- 1CreateVirtualP

¥ Create virtua! privata gatewsy | VPC Man.

£ @ NVignav  kunal 253620570079 ¥

Create virtual private gateway .

A virtual private gateway is the VPN concentrator on the Amazon side of the site-to-site VPN connection,
Details

Name tag - optional

Croates a tag with a key of Name' and a value that you specfy

[ aws-db-vpgw ]

Autonomous System Number (ASN)
O Amazon default ASN
Custom ASN

Tags

Key Value - optional

Q Name X Q aws-db-vpgw X | Remove

rivate Ltd. or ltsaffilates.  Privacy  Terms  Cookle preferences

& us-east-1.consale.aws.amazon comfvpcihomeregion=us-east- 1#VpnCatewayDet

L] Vgw-06127d6568aZbecOt datails | VPC.
2 sevics | Q (2] sy @ N. Virginia kunal @ 2336-2057-0079 ¥
O New VPC Experience
Tt us what you think VveC Virtual private gateways vgw-06127d65622bec0 1
VPC Dashboard |
vgw-06127d656ee2bec01 / aws-db-vpgw | Actions &
EC2 Global View v I
¢ Attach to VPC
Fitter by VPC i
Q Details
+ VIRTUAL PRIVATE
wouD Delete virtual private gateway
WVirtual private gateway ID Type VP
Your VPCs
vgw-06127d656ee2becCt hed Ipsec.1 =
Subnets
Route Tables Amazon ASN
internet Gateways 3 64512
£gress Only Internet
Gateways
Carrier Gateways
Tags
DHCP Option Sets
Elastic iPs
Managed Prefix List r ”

" Ries Tags | Manage tags
Endpoints -
£ndpoint Services Q 1 (0]
NAT Gateways

Key Vatue

t Services Private Ltd. or its affiliates. Terms.

Cookie prefer

Privacy
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11. Select the VPC and click on attach to VPC.

8 us-east-1.console.aws.amazon.com/vpc/homeregionsus- east-1#AttachVGW o\

Attach 10 VPC | VPC Management Consote

services Q) 1 & a% @ N, Virginia v kunal @ 2336-2057-0079 ¥

Details

VPC  Virtual private gateways > vgw-06127d656ee2bec0l Attach to VPC

Attach to VPC .

Virtual private gateway 1D

(P vgw-06127d656e02bec01
Available VPCs
Attseh the virtuai private gateway to this VAC
VPC-07d2628¢68b5042c3 / Aws-vm v

©2022, Amazon Internet Servi Terms  Cookle preferences

12. State of virtual private gateway is attaching.

& us-0ast-1.console.aws.amazon.com/vpc/home?region=us-east-1#VpnGateways

Virtual privata gateways | VPC Managam.

& PaY @ N, Virginia » kunal @ 2536-2057-0079 ¥

VPC Dashboard
EC2 Global View

Filter by YPC:

Route Tables

Gateways

Carrier Gateways

Elastic 1Ps
Managed Prefix Li
Endpoirits
Endpoint Services

NAT Gateways

Feedback

€@ New VPC Experience © You successtully attached vgw-06127d656ee2becO1 / aws-db-vpgw to vpc-07d2628¢68b5d42¢3.

Teli us what you think

Virtual private gateways (1/1) o 1 C || Actions w ;m

¢ g 1 @

Q | Virtual private gateway ID: vgw-06127d656ee2bec01 X | Clear filters

» VIRTUAL PRIVATE
cLouo Name Virtuat private gateway 1D State v Type v VPC w
Your vPCs s e o g e Se—_— e e e NS
Siineis [+] aws-db-vpgw vgw-06127d656ee2bec01 © Attaching Ipsec.] Vpe-07d2628c68b5d42c3 | Aws.
ubner

internet Gateways

vgw-06127d656ee2bec01 / aws-db-vpgw

Egress Only {nternet

DHCP Option Sets

Details Tags
Details

st
Virtual private gateway 10 State Type veC

ipsec.1 vpe-07d2628¢68b5d42¢3 | Aws-vm

(P vgw-06127d656ee2bec0

©2022, Amazon Intemet Services Private Ltd. o its affiliates.  Privacy  Terms  Cookle preferences
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13. State changed from attaching to attached.

M US-0a51-1.conscle. aws.amazon.com/vp glon=us-east-1#VpnGateways

Virtusi privata gateways | VAC Manager.

aws Services Q & pat @ N Virginia ¥ kunal @ 2336-2057-0079 ¥

@D New VPC Experience @ You successfully attached vgw-06127d656ee2bec01 / aws-db-vpgw to vpc-07d2628c68b5d42¢3.

Telt us what you think

VPC Dashboard Virtual private gateways (1/1) info i ¥ | Actions ¥ } Create virtual private gateway

EC2 Global View

¥ 1
Filter by VPG Q ®
Q | Virtual private gateway 1D: vgw-06127d656ee2bec0l X | [ Clear filters
» VIRTUAL PRIVATE
cLouvo Name v Virtual private gateway i0. v State v Type v VPC L4
Your VPCs - e e o S—— R
S [+] vgw-06127d656ee2bec0l @ Attached Ipsec.l Vpe-07d2628c68bSd42¢3 | Aws.
ubnets
Route Tables i il SOOI R ARELT i1 y T et
[}
Internet Gateways
vgw-06127d656ee2bec0t / aws-db-vpgw

Egress Only internet
Gateways

Detaits Tags
Carrler Gateways
DHCP Option Sets
Elastic iPs i

Details
Managed Prefix Lists
Endpoints
Endpoint Services Virtual private gateway i0 State Type vPC

P vgw-06127d656ee2bect © attached ipsec.t vpc-07d2628¢68b5d42¢3 | Aws-vm

NAT Gateways

Terms

© 2022, Amazon Internet Services Private Led. or its affilates.  Privacy Cookle preferences

14. Create a site-to-site VPN Connection (aws-db-vpn) and use the vpg created by us
previously.

& us-east-1.consdle aws. amazon.com/vpc/homo Pregion=us-en eVpnConn:

Creats VPN connaction | VPC Manegame.

L ® N. Virginia v kunal @ 2336-2057-0079 ¥
-/ @
VPC VPN cannections Create VPN connection
-/ Create VPN connection .
Select the resources and additional configuration options that you want to use for the site-to-site VPN connection
-
Details
</ 4 Name tag - optional
Creates a tag with 3 key of 'Nor
aws-db-vpn
Target gateway type info
© virtual private gateway
odl Transit gateway
Not associated
o’/ Virtual private gateway
vgw-06127d656ee2bec01 / aws-db-vpgw v
L Customer gateway tofo
O Existing
Feedback © 2022, Amazon Intemet Servi Ltd. or Privacy Terms  Cookle preferances

C C C (

C
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15. Switch routing options to static from dynamic and use IP of subnet (10.0.0.0/24) as static

[P prefixes.

8 us-east-1.console.aws.amazon.comvoc/home?Zregion=us-east-1#CreateVpaCon

Creata VPN connection | ¥PC Minagema.

PaN @ N. Vicginis ¥ funal @ 2336-2057-0079 ¥

Customer gateway info @
O Existing
New

Customer gateway ID

gw-0 87360 / aws-db- v

Routing options info
Dynamic {requires BGP)
O sutic

Static IP prefixes info

Qi

| 10000/24 X |

Local iPv4 network CIDR - optional
4 are

© 2022, Amazon int

<y Terms  Cookie preferences

16. Click on download configuration and select vendor as generic and keeping everything
static, switch the IKE version from ikev1 to ikev2 and download the file.

& us-east-1.console.aws.amazon.comivpc/homeZregion=us-east-1

VPN connections | VPC Management Co.

&2 & © N. Virginia ¥ kunal @ 2336-2057.0075 ¥

o New VPC Experience @
Tell us what you think
Download configuration X
VPC Dashboard

EC2 Global View » gateway. Please note these are samples, and will need modification to use Advanced

4 Algorithms, Certificates, and/or IPv6.
Filter by VPC.
Vendor
v VIRTUAL PRIVATE Generic w.
CLouD
Your VPCs Platform
- The class of the cuscomer gatewsy device for exampte, -5
Rotite Tables Generic v
Internet Gateways
’ Software
Egress Only internet The operating sy e gateway s
Gateways
pae Vendor Agnostic v
Carrter Gatewiays
DHCP Oprion Sets IKE version
— 2 IKE veesion you e wsing for you
tkev2 v
Managed Prefix Lists
Endpoint Services Cancet Download

NAT Gateways

t Services Private Ltd. or Its affiliates.  Privacy Cookle preferences

Feedback
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17. VPN connection is established and the state is pending.

& us-east-Lconsale. aws. amazon.comivpcihomnTregicns us-east- 1WVpnConnection

-] * VPN connections | VPC Management Co.
Pay @ N. Virginia ¥ kunal @ 2536-2057-0079 ¥
e e VPN connections (1/1) inte |G || Actions ¥ || Downioad configuration m ©
VPC Dashboard Q 1 ®
— <
Fe2 Glabat view . | VPNID:vpn-0sdidasedsetnsoas X | | Ciear fitters
Fifter by VPC :

Q Nama v VPNID ] State v Virtual private gateway ¥ Transit gateway 4 «
v Z'L’;%’é"- PRIVATE [+ aws-db-vpn vpn-08d1d856d4e 163048 © pending vgw-06127d656ee2bec0 - 9
Your VPCs - = = Q' Q @

Subnets
P vpn-08d1d856d4e1b3048 / aws-db-vpn
IntemerGateyays Details Tunnel details Static routes Tags
Egress Only Internet
Gateways
Casrier Gareways
Details
DHCP Option Sets
Elastic IPs
Managed Prefix Lists VeN 1D state Virtual private gateway Customer gateway
r— (3 vpr-08d1d856d4e 13048 @ pending Vgw-06127d656ee2beco cgw-01890eef3c9787360

Endpoint Services . .

Feedback itxaffilistes.  Prvacy  Terms  Cookle pr

18. Open the file we downloaded and copy the virtual private gateway (34.239.244.218) of
outside IP Addresses, we will be using this as the address space while creating local
network gateway in next step.

e B vpn-08d1d856dae1b3048.txt
interface is encrypted and transmitted to the Virtual Private Gateway.

The Customer Gateway and Virtual Private Gateway each have two addresses that relate
to this IPSec tunnel. Each contains an outside address, upon which encrypted

traffic is exchanged. Each also contain an inside address asscciated with

the tunnel interface.

The Customer Gateway outside IP address was provided when the Customer Gateway
was created. Changing the IP address requires the creation of a new
Customer Gateway.

The Customer Gateway inside IP address should be configured on your tunnel
interface.

Outside IP Addresses
- Customer Gateway : 20.81.58.60
- Virtual Private Gateway 1 34.239.244.218

Inside IP Addresses
~ Customer Gateway 1 169.254.145.214/39
~ Virtual Private Gateway i 169.254.145.213/30
Configure your tunnel tc fragment at the optimal size:
- Tunnel interface MTU i 1436 bytes

#4: Static Routing Configuration:

To route traffic between your internal network and your VPC,
you will need a static route added to your router.

Static Route Configuration Options:
~ Next hop : 169,254,145.213
You should add static routes towards your internal network on the VGW.

The VGW will then send traffic towards your internal network over
the tunnels.

15
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19. Switch back to azure and create a local network gateway (az-db-Ing) and use the address
we copied in last step in the addresses space of the Ing.

Microsoft Azure A7 Search resources, services, and docs (G+/)

Create 3 resource
Home
Dashboard
All services
FAVORITES
All resources
¥} Resource groups
* App Services
Function App
% SO databases
Azure Cosmos D3
Virnal machines
% Load balancers
T Storage accounts
Virtual retworks
% Azure Active Directory
@ Monitor
* Advisor

& Microsoft Defender for
Cloud

o

# portal.azure.com/#create/Microsoft LocaiNetworkGateway-ARM

Create fucal patwork gataway -

Create local network gateway

Alocal network gateway is & specific object that represents an on-premises ocation (the site) for routing pu

Project details

Subscription

Resource group

Instance details

Address Spacel(s)

172.10.00/16

Harsh-Subscription

DarwinBox-RG

kunal sharma@celebalt..
DEFAULT DIRECTORY

20. Local network gateway is created, now click on connections from left panel to create a s2s

connection.

o

Microsoft Azure R Search resources, services, and docs (G+/)

Create a resource
. Home
2 Dashboard
All services
* FAVORITES
All resources
7] Resource groups

¥ App Services

£ Function App

= 501 databases

* Azure Cosmos DB

2 Virual mackines

¢ Load batancers
£ Storage accounts

Virtual networks

“ Azurs Active Directory
@ Monitor

* Advisor

& Microsoft Defender for
Clowd

Aoy

4. az-db-Ing

!
;

% Overvew
%l Activity log
Access control (IAM)
Tags
Settings
Configuration
® Connections
Properties
Locks
Automation
Tasks (pre
& Export template
Support + troubleshooting

New Support Request

@ portal.azure com/# @harshgoyalToutiook.onmicrosoft com/resource/subscriptions

8290 ing - Microsaht Az

Move

Essentials
34239244218

172,104

92de6199-9e71-4070-9¢94-5258d3b505dc

{
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21. Now copy the pre shared key from the tunnel-1 (in image it is showing from tunnel-2
which is wrong, scroll up and you will find tunnel-1 as well), we will be using this while
creating the s2s connection.

® B vpn-08d1dB56d4e1b3048. txt

FUM WALL HECU @ DLGLAL (VULE QUMY LU yUMI SWuAET .
Static Route Configuration Options:

- Next hop : 169.254.145.213
You should add static routes towards your internal network on the VGW,

The VGW will then send traffic towards your internal network over
the tunnels.

IPSec Tunnel #2
-=
#1: Internet Key Exchange Configuration

Configure the IKE SA as follows:

Please note, these sample configurations are for the minimum reguirement of AES128, SHA1, and DH Group 2.

Category “VPN' connections in the GovCloud region have 8 minimum requirement of AES128, SHAZ, and DH Group 14.

You will need to modify these sample configuration files to take advantage of AES256, SHA256, or other DH groups like 2, 14-18, 22, 23, and 24.
NOTE: If you customized tunnel options when treating or modifying your VPN connection, you may need to modify these sample configurations to
match the custom settings for your tunnels.

Higher parameters are only available for VPNs of category "VPN," and not for "VPN-Classic“.
The address of the external interface for your customer gateway must be a static address.
Your customer gateway may reside behind a device performing network address translation {NAT).
Ta ensure that NAT traversal (NAT-T) can function, you must adjust your firewall !rules to unblock UDP port 458@.
If not behind NAT, and you are not using an Accelerated VPN, we recommend disabling NAT-T. If you are using an Accelerated VPN, make sure that
NAT-T is enabled.
IKE version
Authentication Method
Pre-Shared Key 2Wt1iZBRISKDUSEseyyMu_yAZe
Authentication Algorithm
Encryption Algorithm ies-128-cbe
- Lifetime 28828 seconds
Phase 1 Negotiation Mode : main
=~ Diffie-Hellman Group 2

#2: IPSec Configuration

Configure the IPSec SA as follows:

Categary “VPN" connections in the GovCloud region have a minimum requirement of AES128, SHA2, and DH Group 14.

Please note, you may use these additionally supported IPSec parameters for encryption like AES256 and other DH groups like 2, 5, 14-18, 22, 23,
and 24

22. Apply the name (az-db-s2s) and switch connection type to site-to-site, use the local
network gateway created and apply the key we copied in last step and click on ok.

@ portal.azure.com/# @harshgoyaltoutiook onmicrosoft comjresource/subscriptions

° o P Add connection - Micrasoft Az

kunal.sharma@celebalt.. g

Microsoft Azure R Search resources, services, and docs (G+/) DEFAULT DIRECTORY 8%

Create a resource o Add connection
Home

#¥ Dashboard Name

Al services B
FAVORITES Connection type
All resources :

] Resource groups 3 Virtuat network qslcw::; P

App Services db-az-vnetgw

Function App Local network gateway

% sQL databases azdbing

Azure Cosmos DB Shared key (PSK)
ezl machings J12W30G2WAIZBR19KD yyMu yAZe.

Load balancers | Use Azure Private IP Address
Storage accounts 1 Enable BGP

Virtual networks
KE Protocol

% Azure Active Directory O Kev1 IKEv2

@ wonitor
Ingress NAT Rules

Advisor 0 selected

Microsoft Defender for
Cloud

17




23. Site to site connection has been established and the status is connected.

Microsoft Azure

Create a resource
Home
Dashboard
Al services
FAVORITES
All resaurces
Resource groups
App Services

¥ Functian App
SGL databases
Azure Casmos D3
Virtual rachines
Load batancers
Storage accounts
Virual necworks
Azurs Active
Monitor
Advisor

Microsoft Defender for
Cioud

® portal.azure.com/# @harshgoyaltoutiook.onmicrasoft comjresourcelsubseription

a

i Search resources, services, and docs (G+/)

@ db-az-vnetgw | Connections

Refresh
Overview
Status
az-db-52s Connected
Tags
Diagnose and soive problems
Settings
Configuration
® Connections

e configuration

roperties

@b-az-vnatgw - Micrasolt Azure

kunalsharma@celebalt.. g

5
L DEFAULT DIRECTORY 5

Connection type

24. We can cross check the same from AWS portal where we can see that the status of tunnel-

1 1s up.

€ New VPC Experience
Tell us what you think
VPC Dashboard
EC2 Globat View
Filter by VPG
Q

VIRTUAL PRIVATE
CLouUD

Your VPCs

v

Subnets

Route Tables

Internet Gateways

£y
Gat

ess Only Internet

ways

Carrier Gatewnys
DHCP Option Sets
Efastic 1Ps

Managed i

Endpoints
Endpoint Services

RAT Gateways

& us-east-1.console.aws.amazon.comivpc/home2ragion=us-east-VpnCannectio

* VPN connections | VPC Marws.

& Pa$ @ N Virginia v kunal @ 2336-2057-0079 v

VPN connections (1/1) into c Actions ¥ Dawnload configuration | ®
Q 1 ®
VPN ID: vpn-08d1d856d4e1b3048 X Clear filters
Name VPN ID state v Virtuat private gateway Transit gateway v Cus
o aws-db-vpn vpn-08d 1485644153048 © Avaitabte vgw-06127d656ee2becO - ow
Tunnel state
Tunnel number Outside iP address © inside IPv4 CIDR inside iPv6 CIDR = Status @ Last status change Details

Tunnel 1 34.239.244.218 169.254.145.212/30

Tunnel 2 54.81.59.38 169.254.123.16/30

Learn more about available tunnel options and default values here. [
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25. Create an internet gateway (aws-db-internetgw) and click on create gateway.

Lconsale. aws.amazon.con ma2region=us- east-1Cn

o Create internat gataway | VPC

aws

Create internet ga

teway info
An internet gateway is a virtual router that connects a VPC to the internet, To create a new internet gateway specify the name
for the gateway below.

Internet gateway settings

Name tag

Creates  tag with 4 key of Noroe” and a vatue that you specfy

was-db-Internetgw

Tags - optional

Atag is 3 label th

s5e (9GS to search wnd Hites

1 355ign ta an AWS resource. Each tag onsists of o key and a
3ck your AWS costs

your resource

ey Value - optionat

Q Name X Q was-db-intemetgw b4 | Remove

Add new tag

Create internet gateway

Feedhack © 2022, Amazon Internet Services Private Ltd. or its affliates.

¥ Us-east-1.console. aws.amazan comfy e ?region=us-east-1#AttachinternetC

Attach intarnet Gateway | VPC

Privacy  Terms  Cookle preferences

N. Virginia ¥ kunal @ 2356-2057-0078 ¥

Services  Q &) Fat (0] N. Virginia ¥ kunal @ 2536-2057-0079 v

VPC Internet gateways Attach to VPC (igw-00£28b90 160564 10de)

Attach to VPC (igw-00f28b90160b410de) ..

VPC

Attach an intermnet gateway to 2 VPC ta enable the VPC 1o commanicate with the internet. Specly the VPC t attach botow

Available VPCs
Attach o o

he in

Q vpc-07d2628c68bSd42c3 X ]

» AWS Command Line Interface command

Feedback © 2022, Amazon Internet Services Private Ltd, or fts affliates. Privacy ferms  Cookle pre
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27. Internet gateway is created.

# us-east-1.console.aws.amazon.com/vpc/home us-east-1#intermet

VPC Management Consols

B & @ Nvgoav kunal @ 2336-2057-0079 v

@O New VPC Expertence © internet gateway Igw-00f28690160b410de successfully attached to VPC-07d2628¢68b5d42¢3

Telt us what you think

VPC Dashboard

VPC > Intemet gateways igw-D0f28b90160b410de

EC2 Global View .

g  igw-00f28b90160b410de / was-db-internetgw [ Actons v |

v VIRTUAL PRIVATE

cLoup Details inro
Your VPCs
Subniets
internet gateway (D State VPCID Oumer
Route Tables P 1gw-00f28b90160b4 10de @ Attached VPC-07d2628¢68b5d42¢3 | Aws-vm P 233620570079

Internet Gateways

Egress Only Interner

Gateways
f g 1

Carrier Gateways Tags | Managetags |
DHCP Option Sets

Q 1 @
Elastic 1Ps
Mana efix Lists

aged Prefix List: Key vilii
Endpoints
Name was-db-internetgw

Endpoint Services

NAT Gateways

© 2022, Amazon Internet Servi Privacy  Terms  Cookle preferenc

28. Click on edit route and use 0.0.0/0 as destination and select target as the internet gateway
created by us, similarly use the IP of subnet created on azure (gateway-subnet) and use the
target as Virtual gateway.

& us-east-1.console.aws.amazon.comfvpc/homeregion=us-east-WEditRoutes Rou

VPC Management Conscie

& o @ N Virginia v kunal @ 2336-2057-0075 v

VveC Route tables rth-0b881ecb05d 78458 Edit routes

Edit routes

Destination Target Status Propagated

172.100.0/16 Q tocal X ©Active No
Q 0000/0 X Q igw-00f28b90160b410de X = No N ure?ovi i
Q 10000724 X { Q vgw-06127d656ee2bec0l > ] - No Remove
BB

© 2022, Amazon internet Services Private Ltd. or its affillates. Privacy  Terms  Cookle preferences
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29. Route tables updated. And status of all the routes are active.

3] & us-east-Leonsole.aws.amazon comivpc/hame 2re us-east-1#RouteTableDet

' vPC Management Console

N. Vieginia kunal @ 2336:2057-0079 ¥

@D New VPC Experience © Updated routes for rtb-0b881ecb05d784158 successfully
Telt us what you thik
e » Details
VPC Dashboard
vPc-0792628¢68b5d42C3 | Aws- @ 233620570079
EC2 Global View
4 vm
Filter by VPC.:
v Zl’g&;‘ PRIVATE Routes Subrnet Edge Route Tags
Your VPCs
Subnets
Route Tables Routes (3) | Editroutes
internet Gateways Q Both v 1 ®
Egress Only internet
Gateways
Carrler Gateways Destination v Target v Status v Propagated v
DHCP Option Sets.
10.0.0.0/24 vow-06127d656ee2bec01 © Active No
Etastic IPs
172.10.00/16 al Active No
Managed Prefix Lists o . @stire
Endpoints 0.0.00/0 igw-00f28b90160b4 10de @ Active No
Endpoint Services
NAT Gateways

rivate Led. or its affillates.

Terms  Cookle pre

Privacy

30. Create a virtual machine on azure (az-db-vm) using the image and size given in the figure
and using public inbounds (RDP,HTTP,HTTPS).

# portal azure com/ScreatefMicrosoft VitualMachine

° Croate a virtual machine - Micr,

kunal.sharma t 4

i P h s,
Microsoft Azure Search resources, services, and docs (G+/) s

Create a resource Crea(e a vir‘Uai mac}‘ine
Home
26 Dashboard Sl
All services s
s Harsh-Subsc
All resources
”} Resource groups
'\ App Services , i Ll
Function App A
< SQL databases Windows Serv
Azure Cosmos DB
Virtual machines
Load balancers ol b
Storage accounts
Virtual networks

Azure Active Directory

Monitor

Advisor

Microsoft Defender for
Cloud

N
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31. Use the same vnet and subnet we have already created and create a new IP (az-db-vm-IP)
and make it static. Click on create.

Microsoft Azure

Creste 3 resource
Home.
Dashboard
All services
FAVORITES
All resources

i Resource groups
App Services

ction App

SQt databases
Azure Cosmos DB
Virtual machines
Load balancers

™ Storage accounts
Virtual networks
Azure Active Directory
Monitor
Advisor

Microsoft Defender for
Cloud

Microsoft Azure

Create a resource
Home
Dashboard
All services
FAVORITES
Al resources

7 Resource groups

App Services

Virtual machines
Load balancers
Storage accounts
Virtual networks
Azure Active Directory
Monitor

Advisor

Microsaft Defender for
Cloud

Search resources, services, and docs (G+/)

& portalazure.com/#create/Microsoft.VirtuaiMachine

reate a virtual machine

¥ Validation passed

Disks

Networking

Management

Premium SSD LRS
Yes
Enabled

No

DB-az-vnet
az-gateway-subnet

ew) az-db-vm-ip
off

No

Disabled

Create a virtual machine - Mics.

o

£ Search resources, services. and docs (G+/)

¢ az-db-vm
=

L Overview
=] Activity log
Access controf (IAM)
Tags
> Diagnose and solve problems
Settings
* Networking
Connect

Windows Admin Center
{preview)

Disks
Size
urity
Advisor recommendations
Extensions + applications

inuous defivery

Connect

&, az-db-vm virtual machine agent st

Essentials

Running

EastUS

@ portal.azure.com/i@harshgoyalloutlook.onmicrosoft. comfresource/subscriptions

Restart Stop Capture

ot ready, Troubieshoot

-5258d3b505dc

Properties  Monitoring

% Virtual machine

Capabilities (8) Recommendations

22

#2-0b-vm - Microsch Azure

Refresh  Openinmobile

Windows

Standard 815 (1 vcpu, 1 Gi8 memory)

torials

kunal sharma@®celebalt.. @

DEFAULT DIRECTORY ¢

kunal sharma@celebalt.. (g

DEFAULT DIRECTORY 8%

Feedback




33. On Azure the route was automatically created. We can check selecting the Azure VM >
Networking > Network Interface > Effective routes.

Microsoft Azure

Create a resource
+ Home
#% Dashboard
All services
®  FAVORITES
All resources
7] Resource groups
App Services
£ Function App
% SQL databases
# Azure Cosmos DB
£ Virtual machines
% Load balancers
= Storage accounts
irual networks
« Azure Active Directory
@ Monitor
* Advisor

& Microsoft Defender for
Cloud

o

1. Choose AMI

We are replacing this launch experience with a new launch experience, which we wil continue to Improve based on your feedback. Opt-in to the new experience by seiecting
the button on the right an

& portal.azure com¥ @harshgoyalloutiook onmicrosoft comjresource/sul
o #2-db-vm905 - Microsolt Azure

2 Search resources, services, and docs (G+/)

¢ az-db-vm905 | Effective routes

Give feedback

Network
Properties

Network Interface (az-db-vm30s)
Locks

Monitoring

Insights

¥ Alents : Address Prefixes Next Hop Type Next Hop IP Address User

Metrics o 10000/16 Virtual network

Diagnostic settings 172.10.0.0/16 Virtual network gateway 20.81.58 60

Automation 70 Intemet
1000.0/8 None
Tasks (preview)
&% Export template
254800/12
Support + troubleshaoting
25400714
Effective security n
198.18.0.0/15

¥ Effective routes
1575900716
New Support Request
2.168.0.0/1

L & us-east-1.console.aws.amazon.comfec2/v2/homeregion=us-east-1#Launchinsta

aunch instance wizad | EC2 M.

(£x] Pay @ N. Virginia ¥

Opt out once you have tried if

@ us feedback. For now you can st

gure Securfty Group 7. Review

Soage  5.AddTags 6.

Step 1: Choose an Amazon Machine Image (AMI)

® Ubuntu Server 18.04 LTS (HVM], SSD Volume Type - ami-Oed 72ba40eb589t43 (64-bit x86) / ami-0a940cb339351ccca (64-bit Army)

al (hitp//www ubunt. com/cioud/senvices).

)} Volume Type. Support avattable from Car

Ubuntu Server 18.04 LTS 1) EBS General Purposs
“ Microsoft Windows Server 2019 Base - am:-08¢ 5dd62794ec0
Windows Microsoft Windows 2013 Datacenter edition [€

®

CUDNN, NCCL., intei MKL-DNN, Docker, NVIDIA-Docker & EFA s

1.30, Newon. & others. NVIDIA C

1.8. Tensotflow-2

y manage: aws amazon.c

‘sagemaer

ENA Enabies Yo

Deep Learning AMI GPU PyTorch 1.11.0 {Amazon Linux 2) 20220328 - ami-023d5aa?ee956059¢

© 2022, Amazon Internet Services Private Ltd. ot its affiliates.  Privacy

kuriaf sharma@celebalt., i
DEFAULY DIRECTORY M

Defined Route Name

Kunal @ 2336-2057-0079 %

x|
Opt-in to the new experien: |
|

Cancel and Exit

© 64-bit {x86)
64-it {(Arm)

64-it (x86}

64-bit (x88}

Terms  Cookie praferences
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35. Use same vpc, subnet we have created and enable auto assign public IP and click on

review and launch.

& us-east-1.console.aws.amazon.comfec2/v2/homeregion=us- east-1#Launchinst

® Launch instance wizard | EC2 M.

£3 pas @ N. Vicginia v kunal @ 2336-2057-0079 ¥

6. Configure Security Group 7. Review

1.Choose AMI 2. Choose instance Type 3. Configure instance 4. Add Storage 5. Add Tags

Step 3: Configure instance Details

Configure the instance to sul your requirements. You can launch muftipie instances from the same AMI, request Spot instances 1o take advantag# of the lowes pricing assign an access management 10je 1o the nstance

ana mon.
Number of instances 1 Launch into Auto Scaling Group §

Purchasing option { Request Spot instances

Network § ¥pc-070262806805042¢3 | Aws-vm $ C Create new WPC 3
Subnet | subNO1-09385867169ci0e51e | db-aws-subnet | us- & Create new subnet

251 IP Addresses available

Auto-assign Public 1P § | Enable : 3 ]
Mostname type | Use subnet setting (P name) 3

DNS Hostname

@ Enable resource-based IPv4 (A record) DNS requests

Placementgroup | Add instance ¢ placement group

Capacity Reservation § Open H

Cancel  Previous Review and Launch Next: Add Storage

e Services Private Ltd. ot its affilates. Privacy  Yerms  Cookle preferences

Feedback

aws

RIS ARE  Launch instances -

Q ' 15 @

© newecz % Instances (1) wfo ¢}
! Experience e
Tl s what you think

£C2 Dashboard Name v instance 1D instance state ° Instance type Status check Alarm status Avallabitity Zone v
EC2 Glabal View :0¢3b31¢603d0ab6¢8 @ Running QA t2micro @ 2/2 checks passec  Noalarms  +  us-east-le

Events

Tags

Limits

<

tnstances

Instances New B

thstance Types Select an instance & X
Launch Templates

Spot Reguests

Savings Plans

Reserved instances e

Dedicated Hosts

Scheduled instances

Capacity Reservations

¥ images
Feedback

© 2022, Amazor: Internet Services Private Lid. or its afilates. Privacy  Terms  Cookie preferences
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37. Create a new key pair

7. Review Instance Lat

St e e s 0 S A Y U4 SV A SO KA IS, 1 08 LR MUY POTTT . LT | SR T WS Aty

for the instance created and download it.

& us-east-1.console. aws.amazon.com/ec2/v2/home?region=us-east - 1#Launchinsta

- >

Launch instance wizard | EC2 M...

L O

~ instance Type

&

Select an existing key pair or create a new key pair

Akey pak o

sists of a public key that AWS stores, and a private key file
connect 1o your Instance securely. For Windows AMIs, the private key
10 obtain the password used to log Into your instance. For Linux AMis, the private ke
securely SSH into your instance. Amazon EC2 supports ED255 19 and RSA key parr types

ou store. Together

they aliow you

s required

Hows you to

Note: The selected key pair wifl be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI
Create a new key par

Key pair type
ORSA  ED25519
Key pair name

aws-vm-key

Download Key Pair

You have to downioad the private key file {".pem filo) before you can continue. Store
itin a secure and accessible location. You will not be able to downioad the file
again after it's created

Feedback

© 2022, Amazon internet Services Private Ltd. or its affiliates.

Privacy

N. Virginia v

kunal @ 2336.2057-0079 ¥

Terms  Cookie preferences

38. Open the RDP of azure vm and apply the following command on windows PowerShell to

enable the ping
INew-NetFirewallRule

functionality of the server.

—DisplayName “Allow-Ping”

-Protocol icmpv4|
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39. Click on connect button on the ec2 instance created.
Go to the rdp client and upload the key pair file downloaded that will decrypt the
password for vm.

s us-east-1.console.aws.amazon.comjec2/v2fhome?region=us-east- WGetWndows

Get windows password § EC2 M.

72% (e} N. Virginia v kunal @ 2336-2057-0079 »

i

EC2 instances 1-0c3b31¢603d0ab6c8 Get Windows password

Get Windows password nfo

Retrveve and decrypt the initiat Windows administratar password for this instaac

To decrypt the password, you will need your key pair for this instance

[

|

E Key pair associated with this instance |
{ aws-vm-key |

Browse to your key pair:
M orowse |
© aws-vm-key.pem
s
Or copy and paste the contents of the key pair below:

~--BEGIN RSA PRIVATE KEY-----
AQ 3a7zPeCTy 2K Hf 54QV
UIXEAHLOPOUY 2IDRQAIRKQBEMF/PMQKGYJHQuOJ AGMZITZVZMxemhw
1xCZuTUGAWEUKQIARWGKZ2Rp6U02POFOQPHAR/p|ISN0GE0e204VUIWCQyOfTYZ
HWSDEESVNITER 1n{SWMSBI2rmE7J14pr3bEpIsIZDWBYbOWI7dk3qzKTEZSKQM

Feedback © 2022, Amazon Internet Services Private Ltd. or lts affiliates.  Privacy  Terms  Cookie preferences

40. Username and password for the instance in generated, click on download remote desktop
file .

& us-east-1.console.aws.amazon.com/ec2/v2/home?region=us-east-1#ConnectToln

Connect to instance | EC2 Man.

Fas @ N. Virginia ¥ kunal @ 2336-2057-0079 ¥

= Connect to instance o

Cor

rce (-0¢3b31c603U0abECS using ary of these options

Session Manager RDP client €C2 Serial Console

You can connect to your Windows instance using a remote desktop client of your choice, and by downtoading and
renning the RDP shortcut fite below:

Downtoad remote desktop fil

When prompted, connect to your instance using the fotlowing details:

Public 1P User name
@ 35.153.255.15 & Administrator
Password

O vmacWjlex-fs)o"P75C24vIxfZOXIR(8

If you've joined your instance to a directory, you can use your directory credentials to connect to your instance.

Cancel

on Internet Services Private Ltd. o fts affiates.  Privacy  Terms  Cookie pref
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41. Open the RDP of aws vm and apply the following command on windows PowerShell to
enable the ping functionality of the server.

New-NetFirewallRule —DisplayName “Allow-Ping” -Protocol icmpv4

[ T T

42. Open the terminal of aws-vm and try to ping the private IP (10.0.0.4) of azure vim we have
created , we should get a Reply from az vm to aws vm as shown.
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43.If we try to ping from azure vm to aws vm directly we will get an timeout error because in
AWS we need to create everything manually , so in NSG we only had RDP allow , add
ICMP inbound it got solved.

ot U e ® O Npwe st M ¢
B wwtioemanons 1 B Sanity Grvogn - 81w 01 S ey oo e |+ | [ — O
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] « oy vy &

RESULTS:

Since we have created a site to site VPN tunnel between AWS and Azure now we can transfer
data between both using ADF pipelines and by setting up SHIR, this in short reduces our efforts.
We can also scaleup the process of data migration using this.

This will also help us to shift our prem data from one cloud service to another, we are no more
restricted to use a single cloud service now.
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CHAPTER 4 : CONCLUSION

4.1 Benefits of site to site

Site-to-site VPNs are in use by many organizations. The reason for this is that they
provide a number of benefits to enterprises and their employees, such as:

o Secure Connectivity: All traffic flowing over a site-to-site VPN is encrypted.
This means that any business data crossing over the public Internet is encrypted,
protecting it against eavesdropping and modification.

e Simplified Network Architecture: Organizations commonly use internal IP
address ranges for devices within their LANs. These addresses need to be
converted to external IP addresses to be accessible from the public Internet. With
site-to-site VPNSs, traffic from one LAN to another remains “internal”’, meaning
that all sites can use internal addresses for each others’ resources.

e Access Control: Some network resources are intended to only be accessible
internally, meaning that employees at other sites should have access but not
external users. Since site-to-site VPN users are “internal” users, access control
rules are simpler to define because any traffic not originating from inside the
network or entering via VPN tunnels can be blocked from accessing these
resources.

4.2 Limitations of Site to Site

o Limited Scalability: A VPN provides point-to-point connectivity, meaning that
a unique connection is required for each pair of connected sites. As a result, the
number of VPNs required for a fully-connected network grows exponentially
with the number of sites.

 Inefficient Routing: The limited scalability and lack of built-in security of
VPNs drives some organizations to implement a “hub and spoke” network
architecture, where all connections pass through the headquarters site for
security inspection. While this reduces the number of VPN tunnels required
within an organization, it can create significant network latency and additional
load on the headquarters network.

o Fragmented Visibility: Each site-to-site VPN connection is independent from
all of the others. This means that it can be difficult for an organization to
maintain full, integrated visibility into its network traffic. As a result, attacks
distributed across the corporate WAN may be more difficult to detect and
respond to effectively.

4.3 SHIR
The integration runtime (IR) is the compute infrastructure that Azure Data Factory and

Synapse pipelines use to provide data-integration capabilities across different network
environments
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A self-hosted integration runtime can run copy activities between a cloud data store and
a data store in a private network. It also can dispatch transform activities against
compute resources in an on-premises network or an Azure virtual network. The
installation of a self-hosted integration runtime needs an on-premises machine or a
virtual machine inside a private network.

You can use a single self-hosted integration runtime for multiple on-premises data
sources. You can also share it with another data factory within the same Azure Active
Directory (Azure AD) tenant.

The self-hosted integration runtime doesn't need to be on the same machine as the data
source. However, having the self-hosted integration runtime close to the data source
reduces the time for the self-hosted integration runtime to connect to the data source.
We recommend that you install the self-hosted integration runtime on a machine that
differs from the one that hosts the on-premises data source. When the self-hosted
integration runtime and data source are on different machines, the self-hosted
integration runtime doesn't compete with the data source for resources.

Use a self-hosted integration runtime to support data integration within an Azure virtual
network.
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