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Abstract

Medical Body Area Networks are emerging as remote healthcare solutions where many sensors monitor the physiological
parameters of the human body and communicate the data to a central hub. In this work, the goal has been to improve the reli-
ability of data transmission using the Carrier Sense Multiple Access with Collision Avoidance protocol used in the medium
access control layer. The authors propose an algorithm for optimizing backoff counter value using a multi-parameter decision-
making algorithm called Criteria Importance through Intercriteria Correlation (CRITIC). We use CRITIC for deciding the
user priority and backoff counter values, to reduce collisions and improve the reliability of medical body area networks.
The work has evolved into three parts, the first part being the use of CRITIC to determine the sensor node’s priority when
multiple nodes with different packet sizes and data rates are ready for data transmission. The second part was to use CRITIC
to compute the backoff counter value depending on node parameters. These new values have the advantage that they are
dependent on the weights of various parameters associated with the sensor node and therefore minimize the waiting time.
Thirdly, a Markov chain-based analytical model has been presented to obtain the expression for performance metrics such
as reliability, probability of transmission, probability of channel access failure, and probability of packet drop due to maxi-
mum retransmission limit. Simulation have been done for 10 practical sensor nodes with various distinct parameters using
MATLAB. The results validate that the CRITIC backoff counter value in IEEE 802.15.6 standard enhances the reliability
as compared with the conventional IEEE 802.15.6 backoff counter value. The results in this work show that the probability
of packet drop reduces from 0.93 to 0.49.
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1 Introduction access, reduced interference, and enhanced overall network

performance.

In the ever-evolving landscape of healthcare technology,
Medical Body Area Networks (MBANSs) have emerged as
promising solutions for monitoring and transmitting vital
patient data [1-5]. MBANSs consist of a network of body-
worn sensors that collect real-time medical information
and wirelessly transmit it to medical monitoring devices.
To ensure seamless and accurate communication within
these networks, the implementation of an efficient proto-
col is essential. Carrier Sense Multiple Access with Colli-
sion Avoidance (CSMA/CA) has proven to be a reliable and
effective protocol for MBANSs, enabling improved channel

< Khushboo Dadhich
devikakataria@jklu.edu.in

! JK Lakshmipat University, Mahapura, India

Published online: 29 April 2024

The CSMA/CA is a widely adopted protocol that governs
access to the shared communication channel in wireless net-
works [6—10]. It allows devices to sense the carrier signals
and determine if the channel is currently in use. If the chan-
nel is busy, the devices defer their transmission to avoid
collisions, thereby reducing data corruption and ensuring
reliable communication.

In MBANS, where multiple sensors are transmitting data
simultaneously, CSMA/CA plays a critical role in preventing
collisions and optimizing network efficiency. The protocol
enables each sensor to sense the channel before transmitting
data. If a sensor detects an ongoing transmission, it waits
for the channel to become available. By avoiding collisions,
CSMA/CA ensures that medical data is transmitted accu-
rately and reliably, eliminating the need for retransmissions,
and minimizing network congestion.
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CSMA/CA incorporates a collision avoidance mechanism
to further enhance the reliability of data transmission in
MBAN:S. After detecting a busy channel, a sensor will defer
its transmission for a period, known as the backoff period
[11]. This randomization process minimizes the chances of
multiple sensors selecting the same backoff period simulta-
neously, reducing the likelihood of collisions when attempt-
ing retransmission. A lot of research is being conducted to
enhance the performance of the CSMA/CA mechanism.
Some of these methods that can be employed for backoff
counter value selection in MBAN are as follows:

1. Fixed Backoff: In this method, a predetermined fixed
backoff counter value is used for all devices. Each
device waits for the specified duration before attempting
retransmission after a collision. This approach is simple
to implement but may not provide optimal performance
in dynamic and varying network conditions.

2. Random Backoff: In this method, a contention window
is defined, which represents the range of possible back-
off counter values. After a collision, devices select a
random value within the contention window and wait
for that duration before retransmission. The contention
window size can be adjusted dynamically based on net-
work conditions to balance between collision avoidance
and efficient channel utilization.

3. Exponential Backoff: The exponential backoff method
adjusts the backoff counter value based on the number of
consecutive collisions. After each collision, the device
doubles the backoff duration, thereby increasing the
waiting time before retransmission. This approach aims
to avoid repeated collisions and allows network conges-
tion to dissipate gradually [12].

However, these methods of back-off counter selection
have the following drawbacks:

1. Increased Delay: Backoff counters introduce a waiting
period before retransmission after a collision or con-
tention. This waiting period can result in an increased
delay in delivering data, especially in scenarios where
multiple devices are contending for access to the wire-
less medium. The delay can affect the real-time nature
of certain healthcare applications, potentially impacting
the timely delivery of critical information.

2. Fairness Issues: Backoff counters aim to provide fair-
ness by randomizing the retransmission attempts among
contending devices. However, in some situations, cer-
tain devices may experience longer waiting times due
to the random nature of backoff counter selection. This
can result in unfairness, where some devices consist-
ently have shorter access delays while others have longer
delayed, affecting overall network performance.
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3. Inefficiency in Sparse Networks: In MBANS with a low
density of devices or sporadic traffic patterns, backoff
counters may lead to underutilization of the available
bandwidth. Devices may need to wait for their assigned
backoff counter durations even when the wireless
medium is idle, resulting in decreased efficiency and
potential wastage of opportunities for data transmission.

4. Lack of Adaptability: Traditional backoff counter
mechanisms in MBANS often use fixed or static back-
off values or simple randomization. These approaches
may not be adaptive enough to handle dynamic network
conditions, varying traffic loads, or changing channel
conditions. As a result, the backoff counter values may
not be optimally adjusted, leading to suboptimal network
performance.

5. Energy Consumption: Backoff counter mechanisms
require devices to stay active during the waiting period,
consuming power even when they are not transmitting
data. This continuous active state can contribute to
increased energy consumption, leading to reduced bat-
tery life for battery-powered devices in MBANSs. Energy
efficiency is a critical consideration in healthcare appli-
cations where devices are often worn or implanted on
the body.

It is important to carefully evaluate and balance the
trade-offs associated with back-off counter mechanisms in
MBANSs. Researchers and engineers continue to explore
advanced algorithms and adaptive approaches to mitigate
the drawbacks and improve the efficiency and performance
of backoff counter selection in MBANS.

We propose an Adaptive method for the selection of back-
off counter value using Criteria Importance through Intercri-
teria Correlation (CRITIC). In the context of selecting the
backoff counter value for CSMA/CA protocols, CRITIC can
be applied to evaluate the importance of different parameters
of the transmitting node and prioritize them accordingly.

To apply CIRITC, a set of criteria relevant to the backoff
counter selection is identified. These criteria may include
parameters such as packet size, data generation rate, or delay
requirements. The interrelationships between these criteria
are then analyzed to determine their correlation. By exam-
ining the correlations between the criteria, CRITIC assigns
importance weights to each criterion [13—16]. Highly cor-
related criteria indicate a stronger influence on the decision-
making process and are assigned higher weights. Conversely,
criteria with weaker correlations are assigned lower weights.
The weights reflect the relative importance of each criterion
in the context of backoff counter-selection.

Once the important weights are determined through CIR-
TIC, they can be used in a decision-making algorithm or
model to guide the selection of the backoff counter value.
The algorithm considers the weighted criteria collectively
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and selects the backoff counter value that best satisfies the
overall objectives and requirements of the system.

2 Literature review

Several works of literature examine the performance of the
IEEE 802.15.6 standard and look at the impact of various
factors, including backoff counters, user priorities, and the
probability of sufficient time slots etc. Although this IEEE
802.15.6 standard is a guideline for MBAN, it is still evolv-
ing and there is scope for improvement of performance.
Some of the noteworthy research conducted by various
researchers to improve the performance of MBAN is high-
lighted in the state of art discussed in this section. Rashwand
et al. proposed an analytical Markov chain-based IEEE
CSMA/CA model for saturation and error-prone channels
in MBAN by studying their access mechanisms. The study
shows that the exclusive access phase (EAP) and random-
access phase (RAP), which consist of many slots, should be
flexible so that the bandwidth utilization is optimized. The
researchers also recommend that EAP slots are not essential
unless there are a variety of traffic types present in the net-
work [17]. Sarkar et al. established an analytical model to
present the impact of channel occupancy state, packet size,
and data rate of the transmitting node on standard perfor-
mance. The group compared their model which have five
distinct user priorities with the standard where eight prior-
ity levels have been recommended and analyzed the perfor-
mance variation with variable payload [18]. Bethaina et al.
used UPPAL statistical model-checking (SMC) to assess
the effectiveness of the IEEE 802.15.6 CSMA/CA access
mechanism and found that short access phases could not
handle the medium and high traffic and recommended a new
architecture for superframe so as to reduce the idle waiting
time for the nodes [19]. Another group has developed two
models for heterogenous traffic nodes in a network, where
the first model deploys M/G/1 queueing with non-preemp-
tive priority for handling emergency data, while the second
complementary model takes care of the service by using a
renewal reward-based backoff process. The study revealed
that using these complementary models helped to reduce
the latency for emergency data traffic with the tradeoff of
the performance of other nodes [20].

Fourati et al. created a novel contention-based IEEE
802.15.6 MAC protocol through modifications to the retrans-
mission and packet drop algorithms. The author introduced
an enhanced channel access mechanism based on a new
parameter called a starvation index and a new priority migra-
tion procedure. They developed the Markov model using
four parameters which are the backoff counter, backoff stage,
retransmission, and starvation index, where the last param-
eter was introduced to take care of the node being starved for

long durations while the channel was busy [21]. Samal et al.
presented an energy-efficient, traffic-prioritized load-bal-
anced scheduling algorithm where the probability of packets
dropping is reduced by proper buffering of crucial packets
[22]. Zia et al. proposed a Group based MAC (G-MAC)
protocol, which adds a relay node to assist the main hub in
handling emergency data. This relay node relieves the pri-
mary hub from nonemergency data and handles all the data
transmission/collision of these nodes by acting as the cluster
head. This approach reduces the latency of the emergency
node relieving the primary hub from overheads of the entire
traffic and reserving it for the highest priority node traffic
[23].

Chen and Chiu introduced a cross-layered energy-aware
resource allocation (CLEAR) protocol for Integrated Sen-
sor Hubs. The findings of the study reveal that the CLEAR
protocol delivers the quality of service (QOS) through inter-
leaving the super frames and enhancing system energy effi-
ciency [24]. Liang et al. developed an Energy-Efficient and
Emergency-Aware Media Access Control (MAC) protocol
(EEEA-MAC). This super frame is divided into three parts:
the beacon component, the contention-free period (CFP),
and the contention access period (CAP). In this case, each
node has a distinct channel access strategy designed so that
the source node uses the carrier sense multiple access col-
lision avoidance (CSMA/CA) and the relay nodes adopt the
hybrid CSMA/CA -TDMA. When the source node gener-
ates less data, this study helps in lowering collision, and
the introduction of TDMA (time division multiple access)
reduces conflicts and energy consumption at the relay node
[25]. He et al. introduced a Joint Weight-Optimizing Times-
lot allocation protocol to increase the sensor nodes' through-
put. The weights for various sensors are determined using a
hierarchical method and the weighted throughput is higher
than the conventional throughput [26].

Saboor et al. described a technique for dynamic slot
allocation based on non-overlapping contention win-
dows. The Non-Overlapping Backoff Algorithm (NOBA)
and the Dynamic Slot Allocation (DSA) scheme are two
algorithms that are introduced by these authors. While the
DSA distributes dynamic slots to reduce delay caused by
the fixed slot in the super-frame structure, the NOBA elim-
inates back-off-induced inter-priority conflicts [27]. Enkoji
et al. suggested a protocol in which the authors modify the
duration of the exclusive access phase (EAP) and random-
access phase (RAP) in accordance with the traffic detected
by the hub during the beacon phases. The authors set aside
specific EAP slots for emergency data. All non-emergency
sensors in RAPs must compete for channel allocation. The
outcome throughput is increased dynamically by changing
the EAP and RAP slots according to the importance of the
data to be transmitted [28]. In addition, Khan et al. recom-
mended a Prioritized Fibonacci Backoff (PFB) approach
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Table 1 Comparison with the state of art

Algorithms

Comparison parameters

Methodology

Observations

Binary exponential backoff (BEB) [27, 29]

Prioritized fibonacci backoft (PFB) [27, 30,
31]

Non-overlapping backoft (NOBA) [19, 27]

The value of the backoff counter is chosen at
random from the range

[1 ’ Cwmin]

CW size is doubled up to CW ., for an even
number of collisions

Assign the backoft counter's value from the

This algorithm exponentially increases the CW
size which increases the idle listening time
in between the process and affects the overall
performance of the standard

Since the node density anticipated by the

IEEE 802.15.6 standard is lower than that of
other IEEE standards, overlapped contention
windows in the PFB algorithm result in
collisions that underutilize the superframe

interval [1, CW ;]
Based on priorities, the CW value is updated

Select the backoff counter's value from the Elevated lower bounds of contention windows

range [CW .., CW ] result in extended listening times for lower
The sliding window was added to the modified  user priority
CW values

Table 2 Contention window

N ith th A User priority Traffic designation Contention window Contention window Maximum
size with the user priorities minimum (CW,;,) maximum (CW ) back-off
stage
UPO Background 16 64 2
UP1 Best effort 16 32 1
UP2 Excellent effort 8 32 2
UP3 Video 8 16 1
UP4 Voice 4 16 2
UP5 Network control 4 1
UP6 High priority data 2 2
Up7 Emergency or medical 1 2
implant data
Fig.1 Proposed CRITIC l_'_'_'_'_'_'_'_'_'_':SMZ'CA_N'I_h'T'_'_i
method for redefining User | /CA Mechanism .
Priorities and computation of P - _ '.\' Packet l
optimized backoff counter value Sensor [ New Priority Drop |
nodes in \ assignment to the |
the queue nodes o | . .
S - . Backoff Process |— Transmission /] Success of
| process transmission |
l e e f——— == —
S
!_ Input layer Hidden layer Output layer |
CRITIC
Method

for a constant and careful increase in contention window
(CW) size before each retransmission. The suggested
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New
User
Priority

approach helps in decreasing the delay, hence improving
throughput and energy consumption [29].
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Table 3 Sensor node parameters

Sensor X,(UP) X, (Packet X3 (Variable packet X, (Data X5
for CRITIC size in bytes)  generation rate in transmission rate in (Buffer
packets/s) kbps) status)
Physical Activity 0 30 10 50 2
Temperature 1 50 15 57 3
Glucose 2 70 20 85 1
Respiration Rate 3 45 25 112 3
Ear Sensor 4 100 30 130 2
Oxygen Saturation 5 175 35 150 4
Blood Pressure 6 90 40 210 3
EEG 7 85 35 280 1
EMG 6 150 30 230 3
ECG 7 175 40 290 2
Fig.2 Decision matrix for ’_ )
parameters Sensor nodes / Parameters X, ) Xn
0 ay, A1 s agy
1 a @2 ceeee ay
M am Apz s amn

In another work by Saboor et al., the authors suggested
a Unique Backoff Algorithm (UBA) for decreasing colli-
sions and transmission delays. The technique uses a sin-
gle contention window for all user-priority nodes; how-
ever, each node's backoff counter value varies depending
on its user priority and preference assigned if there are
many nodes within the same priority.

The UBA performed poorly in longer superframes
due to the authors' assumption that a node could only
transmit once per superframe [30]. Fourati et al. devel-
oped a unique backoff assignment function and achieved
a higher Quality of Service [4]. A comparative study of
the backoff algorithms is summarized in Table 1. Various
Mathematical models have been studied and referenced
in the methodology section of this work [31-34].

3 Mathematical model

Ten sensors have been simulated where they communi-
cate with the hub using Beacon with superframe. The sen-
sor nodes are assigned priorities within eight user priority
designations as per the IEEE 802.15.6 standard. Each user
priority is associated with the range of contention window
(CW) whose minimum and maximum values are defined as
shown in Table 2. Here, only the UP7 uses the EAP access
phase; all other UPs send data using the RAP and CAP
access phases [1-5]

This section describes an analytical model for improving
the performance of the IEEE 802.15.6 standard's CSMA/CA
mechanism. Three key components of the CSMA/CA pro-
cess are the backoff stage, backoff counter, and contention
window size. Nodes in MBAN set their backoff counter (BC)
to a random value over the range [1, CW] in the conventional
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| Nommalize all the parameters. I
!

Cotrelation matrix formation using Standard
deviation.

Calculating the Quality of information by calculating
conflict between parameters using cotrelation

I

| Determine the value of criterion weight. |

1
| Calculating the value of Backoff counter |

!

Yes
BC = CWq,

Take the BC value for CSMA/CA process.

Fig.3 Flowchart explaining the CRITIC computations for multipa-
rameter decision

CSMA process. A node transmits a data packet when the
backoff counter is zero. Applications that require a quick
response time should not utilize the random BC value selec-
tion since high-value results in a long waiting time. If the
value is lower, there is a higher chance of packet collision
and packet drop on a network with high traffic.

To overcome this issue, parameters such as packet size
and data rate are considered while determining the BC value.
Each sensor node has a small memory or buffer to save the
packets before they are transmitted. Despite this, when nodes
starve for transmission slots over a long period, it causes
buffer overflows and results in packet drops, which affects

the MBAN performance. Another circumstance that might
lead to a collision is when two or more nodes that are ready
to transmit data share the same user priority as defined by
the standard. Figure 1 shows the process through which sen-
sor nodes are assigned different priorities and backoff coun-
ter values are computed to avoid collision during data trans-
mission. As shown in Fig. 1 the CRITIC method considers
various sensor parameters as input and calculates weights to
be assigned to these parameters so as to arrive at a decision
for backoff counter value and priority.

3.1 CRITIC method

In this work, CRITIC method has been used to find efficient
value for the backoff counter and determine their priority
for data transmission. The main goal of this multiparameter
decision-making algorithm is to enhance the reliability of
MBAN [31, 32]. The sensor nodes in MBAN have diversity
in terms of the importance of data (priority), packet size,
data generation rate, etc. CRITIC associates weights to these
parameters by computing the degree of contrast of each
parameter as well as the correlation between the parameters.

At the beginning of the procedure, the hub initially gath-
ers information about the sensor node's packet size, packet
generation rate, and priority of data transmission. This infor-
mation is used to create the sets of parameters that X that
are used by CRITIC to determine the weights to be associ-
ated with these parameters. Here n=1,2,3,......

X, = {X; X, X;5...} (1)

Three parameters in this study are shown in Table 3
where it can be seen that user priority, packet size, packet
generation rate, and data transmission rate, have been cho-
sen as decision parameters. Some nodes have the same user
priority, for example, two nodes in UP6 and two nodes in
UP7. These priority conflicts in the network are resolved by

Table 4 Updated User Priorities

Sensor Node User priority Previous Backoff CRITIC Backoff ~Retransmission
calculaFeq by CRITIC for new calculated by counter value counter value attempts (r)
user priority CRITIC

Physical activity 10(LOWEST) 16 2 1

Temperature 9 16 2 2

Glucose 8 8 3 2

Respiration rate 7 8 2 4

Ear sensor 6 4 2 6

Oxygen saturation 5 4 2 8

Blood pressure 4 2 1 10

EMG 3 2 2 10

EEG 2 1 1 1

ECG 1 (HIGHEST) 1 1 1

@ Springer

Content courtesy of Springer Nature, terms of use apply. Rights reserved.



Wireless Networks

reassigning the priorities using the CRITIC method. The
method is extended to calculate back-off counter values.

Human bodies exhibit diverse characteristics and
responses influenced by factors such as individual differ-
ences, environmental conditions, and dynamic physiological
states. The values of parameters for each node shown in the
above table were generated randomly so as to create a more
realistic model for the human body. A decision matrix M
x N is created using these sensor parameters as shown in
Fig. 2, where indices M represents the sensor nodes and N
represents the sensor parameter.

The methodology for the CRITIC has been shown as a
flowchart in Fig. 3, where parameters are normalized in the
first step.

The process of normalization involves converting the
data into standard scales with a O to 1 range. The following
mathematical equation is used for normalizing the parameter
value.

anq

M
PIYG

ap,q

@

1]
where p represents the sensor nodes, and q represents the
parameter.

Next, calculate the standard deviation for each param-
eter. As an alternative, we may calculate the parameters'

) Lol Pousy
(1= P4~ Pougy)

’
Hmin
1

P a-rR)a-

Table 5 Probabilities definition for Markov model

Notation Description

P Probability for start carrier sensing by nodes

| S Probability of channel being busy after being sensed
P Probability for insufficient time slot length

Pg Probability of successfully packet deliver

P; Probability of collision

P, Probability of available slot

entropy and then determine how closely they are cor-
related. The correlation matrix is generated as a sym-
metric matrix with elements X, =corr(X,, X;) and q,
b=1...... n. and shown as Eq. 3. This matrix is used for
identifying the degree of conflict between the parameters
using Eq. 4.

Xll X12 . XlN

X21 X22 . XZN (3)
XNI XN2 . XNN

N

(=X, “
b=1

a8e3s 1 uojssiwisuesiay

R CREE T

T uoissiwsuenay |

adeys

Fig.4 Markov chain model for node showing the state transitions where backoff count, backoff and retransmission states for a node assigned any

specific user priority between UPO to UP7
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where g, b=1,............ ,N.
The quality of information is calculated using Eq. 5 where
the standard deviation and degree of conflict are considered.

N
C,=0,% Y (1=X,,) )
b=1

Equation 6 is used for determining the weight of the
parameters using the quality of information.

G

Wo= SN ©)
BD Yol

As previously mentioned, in the situation of homogene-
ous data nodes, we utilize the CRITIC approach to give the
priority to the nodes. Equations 2—6 were used for determin-
ing the decision matrix elements and the weights associated
with each sensor parameter (X, to X). Sensor node priority
was calculated by associating the decision matrix parameter
with calculated weight of the parameter, using Eq. 7.

N
S, = Z a,, Xw, @)
g=1

A normalization of the sensor device's priority value
has been carried out using Eq. 8.

S Sp - Smin
P Smax - Smin ©
Here, S, and S_;, represent the sensor nodes' high-

est and lowest priority values amongst the sensors. The
updated priorities determined using this CRITIC method
are used during channel access by the MBAN.

This calculated weight of parameters (X to X,) decided
the backoff counter value BC of sensor node as shown in
Egs. 9 and 10:

u, = Ze=l 4 A 9)

BC = Ceil(u, X CW,,,) (10)

where y, is mean value of all the parameters and N is the
number of parameters and w,, is the weight of q'" parameter.
With the help of CRITIC, we can calculate the BC counter
value depending upon the sensor node parameters instead of
random value from the range of 1 to CW ;..

The sensor node priorities and backoff counter values cal-
culated using CRITIC are shown in Table 4. The rightmost
column has been added to show the maximum retransmis-
sions for reduced probability of packet drop and improved

@ Springer

reliability for the node and is uncorrelated to other param-
eters of the sensor node.

As seen in Table 4, whenever two or more nodes have the
same user priority, the CRITIC method helps us to identify
which of these nodes should be given higher preference.
The sensors are placed in ascending order of priority after
CRITIC priority redesignation. Table 4 shows that back-
off count values have become smaller with CRITIC and
although few nodes have same backoff counter values, their
new priorities as assigned by CRITIC are distinct, so the
nodes do not content for channel at same time.

Having the sensor node priorities and backoff counter
values computed using the CRITIC, a stochastic model has
been proposed where the reliability of data transmission and
probability of packet drop due to maximum retransmission
limit of the nodes are studied for variable traffic and has been
discussed in the next section.

4 Markov chain model

To compute the performance of MBAN, we have used the
Markov chain model in this section. The backoff stage,
backoff counter, and retransmission counter are the three
parameters we use in the Markov chain model. The formula
computes the value of the backoff stage as shown in Eq. 11.

CW,

max

=2" % CW, .

an

where m is the number of backoff stages

The backoff stages computed using this equation for dif-
ferent user priorities as shown in Table 2 and are used as
indexes in the Markov chain model.

The Markov model for a user node is shown in Fig. 4,
where the sensor node is initially in a state where the indexes
S, j, k for backoff counter, backoff stage, and retransmission
counter are initialized as 0, 0, 0. The probabilities associ-
ated with the states and transitions are shown in Table 5. In
step 1: The sensor node starts carrier sensing the channel for
availability in a random time slot and with probability P, ..
In step 2: the probability of the channel being free is 1- Py,
so the node initializes its backoff counter after it is able to
access the channel. The node now checks for sufficient dura-
tion time slot where it can send its data. The probability of
the availability of sufficient duration time slot availability is
1-P; where Py is the probability of time slots being of insuf-
ficient duration. As next steps the node initializes its backoff
counter j which begins to decrease at every time slot until
it reaches zero when the node attempts to transmit the data
and depending on whether the packet meets collision or not,
the node reaches Success or Failure states. This is shown as
block marked Retransmission Oth stage marked in the Fig. 4.
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M nodes of UPs in the queue ‘

Channel is
idle ?

Wait for a
Random time

No

’ BC = Rand [1,CW]

——

Channel is
free and slot
length is
sufficient

BC Freeze

CW = Prev CW Yes
. No
kmpdd CW =min(2* CW,CWmax)
No
k>r2
Yes
Yes
s>m? s=s+1
No
ck receive
within a
specif;c time Yes
No T

Data packet
transmitted

(a) Flow chart showing the channel access and data transmission for M nodes where user priorities are assigned as per the IEEE 802.15.6
standard and the back count value is chosen randomly within the contention window.

M nodes of UPs in the queue |

Channel is
idle ?

Wait for a
Random time

No

| BC = CRITIC BC value }

Channel is
free and slot
length is
sufficient

BC Freeze

SO

CW = Prev CW Yes
_ No
k ?°dd CW =min(2*CW,CWmax)
No
k>r2
Yes
Yes
$>m? s=s+1
No
ck receive
within a
specific time Yes
?
No

Data packet
transmitted

(b) Flow chart showing the channel access and data transmission for M nodes where the user priority as well as the backoff count values are
computed using CRITIC method using two separate decision matrices.

Fig.5 a Flow chart showing the channel access and data transmis-
sion for M nodes where user priorities are assigned as per the IEEE
802.15.6 standard and the back count value is chosen randomly
within the contention window. b Flow chart showing the channel

access and data transmission for M nodes where the user priority as
well as the backoff count values are computed using CRITIC method
using two separate decision matrices
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There also exist possibility that the node may not find time
slot of sufficient duration with probability P; _even if itis able
to find the channel free, and in this case the back off coun-
ter is frozen and the node moves to the next backoff stage
by incrementing the index s, where it again senses the chan-
nel for availability and starts decrementing backoff counter
when it finds slot of suitable duration. The process is repeated
and, until successful transmission is achieved or if all back-off

stages and retransmission attempts are completed for the node
and after that packet has been dropped out. The retransmis-
sion process starts when the node is unable to transmit data
successfully even after all backoff stages for that attempt have
expired and these are shown by blocks marked Retransmission
1st stage /Retransmission 1" stage.

The Markov chain model of Fig. 4 has been explained
in pseudo code shown below and has been used for further
calculations.

Pseudo code of Markov chain model.

Input: Node with User Priority, Backoff counter value, Backoff stage value, Retransmission no.

Output: Failure and Success

# Idle State: All nodes are waiting in the queue and one node get the slot for the transmission:

# Step 1: Markov Chain state for the selected node.

State = {Value of all counters are assigned : Backoff counter = BC value , Backoff stage = 1,and Retransmission counter = 0}

# Step 2: Check if the channel is free
if channel _is_free & sufficient_time _slot _is_available ():
decrement the Backoff counter by 1
else:
Backoff counter fiozen

# Check if Backoff counter is zero
Transmit data
if transmission_successfil ():

Reset all the counters and update the success state

else if:

Increment the Backolff stage =< Max Backoff stage value
Reset the Backoff counter and run the whole process again

else

Increment the Retransmission counter =< Max Retransmission counter value
Reset Backoff counter, Backoff stage and run the whole process again

# Check the limit of Retransmission is exceeded

Retransmission counter value == Max Retransmission counter value + 1

Stop the process and update the failure state
# Return to the Idle State
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Performance equations for calculating the reliability of user
priorities are derived using Markov chain model [33, 34].

The stationary states of the Markov chain are represented
by Eq. 12.

Ss,j,k = limp((a(t) = 5, b(t) = j, c(t) = k))

=00

12)

where backoff stage s € [1, m], backoff counter j € [1, BC]
and retransmission counter k € [1, r].

From Fig. 4, the following transition probabilities between
the various stationary states of the Markov chain are written in
generalized Eqs. 13-23 form for all user priorities.

P(0,0,0[0,0,0) =1 = Py, 13)
P(m’BC70|O7 0’ 0) = Pidle (14)
P(m,BC,0|m,BC,0) = Py, 15)

P(m,BC — 1,0|m.j,0) = (1 — Py,,,) /CW,,, for j € [1,BC]
(16)

P(s+ 1,j,k|s,j, k) =P, for s €[1,m],k €[1,r] (17)

P(s,BC — 1,k|s,j,k)=1—P, for j €[1,BCl,s € [1,m]
(13)
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P(Success|s,0,k) =1—P; (19)
P(Failure|s,0,k) = P, fork € [1,r—1] (20)
P(PacketDrop|s,0,r) = P; 201
P(PacketDropls, j, k) = P, fork € [1,r] (22)
P(0,0,0|PacketDrop) = 1 23)

Equations 24-27 show how performance equations
have been computed using these stationary equations.

P, = Z i BZC: < Pbm) P (1 - PL)j> (24)

=1 s=1 j=1

The transmission probability P, may be used to indicate
the probability of failure packet transfer P;.

pP=1-pM! (25)

Using the probabilities of failed packet transmission,
probabilities of channel access failure P ;, and probability
of packet drop due to maximum retransmission limit P_,.

r m BC )
P, = ZZZ (Pt (1=PyP ) P (1-P,)
=1 s=1
" (26)
r BC &
=3y Y (P (1-r)) @7

k=1 s=1 j

I\
-

Equations 26 and 27 are used to compute reliability (R)
in Eq. 28.

R=1-P,-P, (28)

The above Markov model has been run for two sce-
narios as follows:

Scenario A: User Priorities and random backoff value,
process shown in Flow chart 1, Fig. 5a.

Scenario B: User Priorities and back off count value
determined using CRITIC, process shown in Flow Chart 2,
Fig. 5b.

A comparison of these flowchart shows that the process of
channel access is similar in both the scenarios, however, the
backoft count values for a specific user priority are different
and therefore this contributes to different performance of
the network. Also, user priorities are reassigned by CRITIC
method in Scenario B and problem of more than one node
being assigned same user priority is resolved for homog-
enous traffic. The performance results have been compared
and discussed in the next section.
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5 Results and discussions

5.1 Channel access by nodes with new user priority
and backoff counter values

The CRITIC method reassigns user priorities and calculates
backoff counter values based upon the node parameters. This
information about the nodes is sent to the central hub during
connection establishment [35]. The nodes access the super-
frame, where it starts with beacon initialization. If the chan-
nel is free after the beacon initialization, all nodes should
decrease the backoff counter; once the counter reaches zero,
the data will be sent after the clear channel assessment time.
As shown in Fig. 6a and b when two or more nodes of same
user priority want to transmit in the same superframe and the
backoff counter value have simultaneously reached zero, the
node with the higher UP according to the CRITIC method
initiates transmission.

This can be seen for UP7 and UP6, where the back-
off counters of ECG, EEG and Blood Pressure (BP) sen-
sor node are set to 1. These three nodes have their backoff
counter decrement to zero after one time slot and all other
nodes back off counters are locked. As per CRITIC prior-
ity, the ECG sensor transmits the packets first and after it
successfully completes data transmission, all nodes unlock
their backoff counter and start decrementing it with every
time slot. The EEG sensor and Blood Pressure have already
reached zero state of Backoff counter, however since user
priority of EEG sensor is high, it will start data transmis-
sion. At this stage the EMG sensor also decreases its back-
off count value and both EMG and BP sensors are ready to
transmit their data. Again, since the EMG sensor has higher
priority as compared to BP sensor, it transmits its packets
and then the whole process is repeated. This procedure of
backoff counter decrement, locking and unlocking, and
data transmission after the counter reaches zero is shown
in Fig. 6a and b.

In Fig. 6b the timing diagram shows where the data trans-
mission is defined in the Random-Access Phase (RAP), with
SIFS as short interframe space and T; as the data-frame time.
After SIFS time, the node begins decrementing its backoff
counter for transmission, and the entire process is completed
as discussed in Sect. 3.2 Markov Chain model.

5.2 Reliability of data transmission

Reference is made to Table 3 where we find that for UP7
there are two nodes, with different packet sizes, EEG sen-
sor of 85 bytes and ECG sensor 175 bytes and data genera-
tion rates of 35 and 40 packet per sec. respectively. When
CRITIC is applied to choose the backoff counter, we get the
same backoff counter value for both these nodes, however,
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their user priority changes as shown in Table 4 where ECG
sensor with high packet size of 175 bytes gets higher priority
than EEG sensor of lower packet size of 85 bytes and their
priorities become 1 and 2 amongst the 10 node priorities.
Reliability of nodes is compared in the three cases, namely
CRITIC with modified user priority 2 and 1 (Highest) and
conventional user priority 7, we get same reliability behav-
ior. This can be explained by the justification that reliability
depends on both the backoff count value and the probabil-
ity of available slots. The reliability reduces initially even
when the probability of available slots is increasing, because
the back off count value is non-zero and the node is unable
to start the transmission. However, as the number of slots
increases beyond 0.33 for ECG and EEG sensors for both
scenarios A and B, the reliability starts increasing because
the backoft count value has become zero and the node is
able to find slots. It can be seen from Fig. 7a, the reliability
for the highest user priority nodes starts increasing once the
probability of available slots is 0.33 or more.

In scenario A, for user priorities UPQ to UP6, the reliabil-
ity decreases as the probability of available slots increases
from O to some fixed value (between 0.4 and 0.8). As seen in
Table 4, the backoff counter values for lower user priorities
is high in conventional method. As an example, UPO in con-
ventional method has backoff counter value of 16. Such large
backoff counter value causes the nodes to wait for longer
durations of time before sensing the channel and therefore
many available slots are not utilized for data transmission.
For Scenario B it is observed that this window of minimum
reliability becomes less wide so that this window becomes
0.4 to 0.5. Table 4 shows that the backoff counter values
have reduced significantly and nodes start transmission at
lower probability of available slots as seen in all the graphs.
As seen in Fig. 7 the reliability for scenario is higher as
compared to scenario A, for any fixed probability of avail-
able slots. This has been analyzed in terms of probability of
packet drop in the next subsection.

5.3 Probability of packet drop

The probability of packet drop due to maximum retransmis-
sion limit (P_,) has been analyzed and shown in Fig. 8 for
UPO and UP6. This probability depends on the probability of
collision as well as on the probability of available slots and
retransmission attempts. As can be seen in Fig. 8a, the P,
is high for scenario A, even for high probability of available
slots, the highest value being 0.93. In the case of scenario
B for UPO, P . peak value reduces to 0.49 as the backoff
counter value has been optimized, leading to reduced wait-
ing time. This improvement in P, dropping for scenario B

is also observed for other user priorities as shown for UP6
in Fig. 8b, where we see that the CRITIC method helps to
reduce the P, values over the entire range of probabilities
of slot.

6 Conclusion

A variety of methods for optimizing back-off counter val-
ues have been developed in various works. In the Binary
Exponential Backoff (BEB) algorithm for IEEE 802.15.6,
backoff counter values are chosen within a contention win-
dow range such that the nodes with lower user priority have
higher waiting times as compared to higher priority nodes.
With every even number collision, the backoff counter value
increases exponentially, thereby reducing the chances of the
next collision, however increasing the node’s waiting time
[27, 29]. This is overcome in Prioritized Fibonacci Backoff
[PFB] algorithm, where the backoff counter values increase
using a Fibonacci series weights for even numbered col-
lisions, this resulting in lesser waiting times for nodes as
compared to BEB [27, 30, 31]. The IEEE 802.15.6 stand-
ard does not anticipate having node density as high as other
IEEE standards; hence, overlapped contention windows in
the PFB algorithm lead to collisions that underutilize the
super frame. This problem is overcome in Nonoverlapping
Backoff algorithm [NOBA] where the contention window
incorporates a sliding window, so that there is no overlap
in contention windows for various user priorities [19, 27].
However elevated lower boundaries of contention windows
lead to extended listening times for lower user priorities. The
above algorithms recommend ways to minimize collisions
and listening times of nodes by modifying the backoff coun-
ter values using optimized contention windows and have
been summarized in Table 1.

However, these algorithms do not take into consideration
the sensor node parameters while making channel access
decisions. Our study addresses the challenges posed by
existing algorithms through the introduction of the Crite-
ria Importance through Intercriteria Correlation (CRITIC)
algorithm. In CRITIC, the calculation of the backoff counter
value is based on the node's specific parameters, including
user priority, packet size, packet generation rate, and data
transmission rate. Unlike algorithms relying on random
selection from contention window ranges, CRITIC lever-
ages node-specific information, considering the quality of
information and the degree of conflicts among parameters.
CRITIC assigns a unique backoff counter value to each user
priority, ensuring a tailored approach based on the specific
characteristics of each node. Even when nodes share the
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same user priority due to traffic designation, CRITIC miti-
gates conflicts arising from identical backoff counter values
by introducing new local user priorities. The CRITIC algo-
rithm thus offers a more intelligent and customized solution,
considering various node parameters to optimize contention
and enhance overall system performance.

Using CRITIC our simulation results show improved
reliability at lower probabilities of available slots. It may
be concluded through the analysis, that instead of random
value selection within the contention window, a fixed value
obtained by CRITIC provides better results in terms of
reliability and probability of packet drop. The packet drop
probability reduces from 0.93 to 0.49, which is a significant
improvement. While calculating reliability we have assumed
that performance is measured for nodes that are able to get
available slots for data transmission. We plan on further
investigating the dynamic slot time allocation in our future
work, paying particular attention to the properties of the
node in our sensor network framework. We will also be
assessing the latency or waiting time for data transfer from
the sensor nodes to the hub.
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