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ABSTRACT

The report revolves around the work done by me during my 6 month
internship at IBM, ISL Bangalore. It includes the project I worked on,
the technologies I learned and used and also includes my experience
during the time spent in the internship.

The first month included learning basics of Java Script, Node JS and
Full Stack development using JS. I also learned about Privacy and
Security by completing a couple courses provided and learned the
Importance of Abstraction of data to protect from any threats. After the
first 2 weeks I received my project and mentors, The project I am
working on is the Asset onboarding framework for IBM technology
Sandbox.

The project is divided into 4 modules which are, Asset Onboarding
Checklist, Didact Builder, Container Image Builder, and Admin and User
Dashboard.

The technologies used in every module is different from each other in
some manner but the major programming language is Java Script.

The project is almost done with all modules completed, Combining the
modules is the part still under progress to be done by the end of month
may



CHAPTER 1: FIRST MONTH’S WORK

The first week was basic training and introduction of the various teams
at IBM with their team leaders discussing their team’s role at IBM ISL
and what projects and things they work on. I was also asked to do 2
courses on data privacy and importance of data security.

The second week was when I was assigned a project manager and was
asked to contact them regarding further process. The manager gave us
a brief about what technology will we be using in the project.

My Project Manager Amol Dhondse, asked me to get an idea of React
and JavaScript as they were the main technologies and Programming
Language to be used in the project.

JavaScript :

JavaScript is a dynamic computer programming
language. It is lightweight and most commonly used
as a part of web pages, whose implementations allow
client-side script to interact with the user and make
dynamic pages. It is an interpreted programming
language with object-oriented capabilities.
JavaScript was first known as LiveScript, but Netscape changed its
name to JavaScript, possibly because of the excitement being
generated by Java. JavaScript made its first appearance in Netscape
2.0 in 1995 with the name LiveScript. The general-purpose core of the
language has been embedded in Netscape, Internet Explorer, and other
web browsers.



React:

React is a JavaScript-based UI development library.
Facebook and an open-source developer community
run it. Although React is a library rather than a
language, it is widely used in web development. The
library first appeared in May 2013 and is now one of
the most commonly used frontend libraries for web

development.

React offers various extensions for entire application architectural

support, such as Flux and React Native, beyond mere UL

After the first 2 weeks I got the project, Asset Onboarding Framework
for IBM’s Digital Technology Sandbox. I was introduced to what a
technology sandbox is and how it works. Also the details of the project
and how will we go about it.

I explored around the different IBM platforms including IBM Cloud and
IBM Sandbox, attended a few testing sessions for the Technology
sandbox and experienced the sandbox first hand. I also started to learn
about working in a team using GitHub to work on the same project and
maintaining the updated versions across the team.

Technology Sandbox:

A sandbox is an isolated testing environment that
enables users to run programs or open files without
affecting the application, system or platform on
which they run.

Software developers use sandboxes to test new
programming code. Cybersecurity professionals use sandboxes to test
potentially malicious software. Without sandboxing, software or
applications could have potentially unlimited access to all the user data
and system resources on a network.
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GitHub:

GitHub is a Git repository hosting service, but it adds many of its own
features. While Git is a command line tool, GitHub provides a Web-
based graphical interface. It also provides access control and several

GitHub

collaboration features, such as a wikis and basic task management
tools for every project.

The flagship functionality of GitHub is “forking” — copying a repository
from one user’s account to another. This enables you to take a project
that you don’t have write access to and modify it under your own
account. If you make changes you’d like to share, you can send a
notification called a “pull request” to the original owner. That user can
then, with a click of a button, merge the changes found in your repo
with the original repo.

These three features — fork, pull request and merge — are what make
GitHub so powerful.
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CHAPTER 2: PROJECT WORK

In the second month I started working on the actual project starting
from module 1, which is the Asset Onboarding Checklist.

Module 1 Asset Onboarding Checklist:

This Module required a number of APIs to check whether an asset
which is already uploaded on GitHub can be onboarded or not.

I learned how to create APIs using React and Node js and starting
working on the checklist

Start

input: GitHub Repo URL

The First API was to check
Visibility of the Repository. If
it was a public repository we
What is the would move to the next step
which is cloning but if it was a
private one we would ask for
a GitHub Access Token to

type of the repo?

Private

access the Repo and move to

v the next step.
Public Private Repo Bucket
l | l The next step was to clone
IR 2N ot the GitHub Access Token the Repo so that further
el balloiy (Ul Assist) details can be checked.
\ / The cloning of the repo was
done using the concept of

Clone the Repo

l

2

shell script and calling them
using certain APIs.



|

Scan the repo for Dockerfile

Dockerfile exists?

Yes No
Dockertile Bucket No Dockertile Bucket
Check programming language Check programming language
by parsing Dockerfile by scaning the repo

S~

3

l

Check which 1BM Cloud
services are used

i

Check which type of
I1BM Cloud services are used
ex: Lite, Standard, Premium, etc.

are the services

Yes
Free services Bucket Paid services Bucket

S

4

The Second API is to check
existence of a Dockerfile. If it exist,
parse through the Dockerfile to look
for the programming language of the
asset.

If the File Does not exist parse
through the repo to look for
language.

The Third API is to check what IBM
Cloud services is the asset using and
see if they are free or not and put
them in their respective buckets.

10
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Check if the
1BM Cloud services
can be managed
via IBMCLOUD CLI

are the services

managable by CLI?

Yes No
Autonomous Bucket Semi-Autonomous Bucket

S

l

Check if the application
requires special access
ex: file upload,
microphone access,
camera access, etc.

special access required?

Yes

v

Special access required Bucket
(Also capture which special access
15 required)

—

Special access
not required Bucket

The Fourth API was merged with the
3 API where it also looks at the
services whether they can be
managed using IBM CLOUD CLI or
not an put in the respective bucket.

The fifth step was taken as a
manual input from the user using
the front end and categorised
based on the user response.
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Check if Client/Server
Frontend/Backend
both are to be

/ taunched locally \

Client 1n cloud & Chient locally & | o
Server locally Server on cloud Both locally Both on cloud

7

l

PR e shhads The Last API is to check if the

are used

is Jupyter

Similar to the
step 5, step 6 was
also taken as a
manual feedback
from the user.

asset uses Jupyter notebook, if it
does then check if any of the

notebooks have reference to any
dataset and then look for the size

notebooks used? of the dataset used. Flag if the size

Jupyter Bucket

Check if the Notebooks
have cells that refer
to other files such as
datasets present in the repo.

l

v
Check size of
Non Jupyter Bucket the datasets used

N

Return the qualified buckets

l

End

is over the allowed limit and
classify to the qualified bucket



After creating the APIs and testing it on the local host, the APIs were
pushed to the IBM Kubernetes Cluster for deployment by using a
deploy.yaml file. The APIs after pushing were exposed on the internet
and can be called from any remote desktop and used in the front end.

After the deployment of the APIs the frontend was designed and coded
which took an input of GitHub URL as an input from user and called all
the APIs at a call of a button, and displayed all the fetched data from
the repository for user to review and also took the manual input
mentioned above. And then post review send the details to module 2
which is the Didact Builder.

13



\ 4

The Module 2: Didact builder

A Didact is an interactive readme.md file for the asset, which makes it
easy and convenient for the user to run and test the asset.

Technology Sandbox - Didact Builder

Want to explore this project more?

The Didact Builder creates these interactive didact interface and add it
to the Code Patterns section of the Sandbox. So the developer who is
onboarding the asset can customize the didact by using functionalities
like drag and drop for images text and add or delete commands which
will be run in the Sandbox environment.

The developer can add all the commands required to prepare and run
their asset, which will create individual buttons for the instructions for
the users. This make testing for the user convenient as they don’t need
to read any detailed instructions or copy paste commands to command
prompt.

The didact builder has the basic functionality of creating CTAs which are

call to actions. The user can add, delete and reorder these CTAs.
Clicking on each CTA, 1 or more commands can be added into each

14



CTA, These will directly run on the terminal of the environment where
the didact is running.

15
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Module 3 Container Image Builder:

This module incorporates work which was mostly novel. The module
clones the GitHub repository and looks for docker file, and uses that
docker file to create a docker image for the user and then runs it. Now
since the working of the module will take place inside IBM Technology
Sandbox, which is a cloud environment, Docker daemon can’t be used
inside the sandbox, coz it causes 2 significant issues, the user would
gain root access in the environment and also the workload for the
sandbox would increase a lot since building and running docker
container for large application or assets is a heavy task.

This caused a lot of issues so the approach of using DIND was thought
of.

Docker Daemon Container (dind)

Container Container Container
Inner containers (nested)

g ’ ) Outer container
- (privileged = insecure)

Docker
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The initial attempt was to use Nestybox’s Sysbox to get docker running
inside a Kubernetes cluster. The approached was not feasible for the
project since sysbox was not supported by IBM Cloud Kubernetes
Cluster and the pods created was stuck in a pending state.

Nestybox System Container

Docker CLI Container
Container

o
i

o [ [

Container

After this several other approaches were tried but none worked, so a
custom POD which included IBM Cloud, IKS, Python and Docker was
created. The pod was then used to connect to and use as a remote
connection. This had several restrictions and complications as since it is
a pod it cannot be created into a service and exposed to a IP address so
instead, after connecting to the IKS using IBM Cloud login the Docker
Daemon port was exposed to the local host of the Sandbox and then
localhost port was used as host for running docker commands of
creating and running the asset.

Pod A
Grapn storage for
IP 192,168 2.100 DinD

ubuntu

@4—— 192.168.2.100:80

docker run
htipd latest

17
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The initial attempt was to use Nestybox’s Sysbox to get docker running
inside a Kubernetes cluster. The approached was not feasible for the
project since sysbox was not supported by IBM Cloud Kubernetes
Cluster and the pods created was stuck in a pending state.

Nestybox System Container

Docker CLI Container

Container Container

After this several other approaches were tried but none worked, so a
custom POD which included IBM Cloud, IKS, Python and Docker was
created. The pod was then used to connect to and use as a remote
connection. This had several restrictions and complications as since it is
a pod it cannot be created into a service and exposed to a IP address so
instead, after connecting to the IKS using IBM Cloud login the Docker
Daemon port was exposed to the local host of the Sandbox and then
localhost port was used as host for running docker commands of

creating and running the asset.

Pod A
Grapn storage for
1P 192.168.2.100 OinD

N P i "

ubuntu ~ ( dind { E}«——— 192,168 2.100 80
fa R \\

docker run
ntipd iatest
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Module 4 GitHub Action:

This module which is a second approach for completing the above
forementioned steps. It uses GitHub issues to take the GitHub URL as

input and runs the feasibility checklist from there. Here a ProBot is used

which checks for the issue created by the user and based on the input
responses. It will either look for a GitHub repo and if it’s not present it
will provide the user with a boilerplate template to start working on
making a repository for the project.

The working starts from a form which the user fill and then that will
create a GitHub issue with the details filled to make it convenient.

d you bike to contribute?

18
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The GitHub issue will trigger the ProBot

Extract insights from videos #/ o ([

R —

IBM Technology Sandbox asset proposal

Contributor

Mang; sangirdar

Primary Technology

Pythen Bocker, Kuvemetes

Help Wanted: no

Brief Description

snsszserne

Existing Related Coliateral

Ng Surtenty avaratie coiateral
Stakeholder (HCBT, BU, Tech Seller etc.):
Stakancides needs:

e

Offering Management Checklist

Aher (N3 SUDRESSION SROUIT 3150 have ATNEr A2nTent s

is the asset aiready build and is GitHub repo available: yes

GitHub URL of the Existing Asset:

ARtEs gt ComIBMEXITACT (oxTia! NGRS oM vides

m Extractinuights liom videos

manc) jehgirdar

BOT. Thank vau tor sulimit g the 385¢161OPGsal We | 301 09Tk 1 y0u wih e toasiBiity of the asse!

. J—

BOT § 780 1ha Tnasiity SHRCKIST AiG GUOAING re the Temilts
stuo Checkss Statws

(0 #1369 B1.265.5% 32201t 9Tt (Oxiusl IHghLs Ham v

501, Gatural nguoge

| Sreate an iractve readie file nsia

Onze tha 2aact fie i

e . .. .

As can be seen above the ProBot picked up the URL from the git issue

comment and then used it to run the feasibility checklist and gives user

the output of the checklist as well as if the asset passes or fails.

19
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Documentation and Finishing;:

The final part of the project was the documentation of the work done, in which the complete
flow from setup to installation to running the module as individual components is written and
published on GitHub. For every module a different GitHub module was created as approach
from the start has been that each module should be reusable for developers so that when they

are working on their projects and they want to do something similar they can use these

modules individually.

At the end the project I was working on was one of the three projects that were selected

amongst all the intern projects at IBM, India to present to the IBM executives visiting, India

from different countries. The project was presented to the executives at Bangalore office.
The response was massive as the approach of the EcoLabs at India is changing to empower
TechZone. This project exemplifies the entire approach and helps getting more and more
assets on to TechZone for better reach and ease of use for customers, tech sellers and

developers.

PROJECT DEMO:

The project demo sample video can be accessed by scanning the QR code below.
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